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1 BBEAEHME

1.1 AHHOTauua

CoBpemMeHHble TEHAEHUMW PasBUTUA CBA3W AMKTYIOT ofepaTopam HeobxoamMmocTb MoucKa Hambonee
OMNTMMasIbHbIX TEXHONOTMIA, MO3BOMAKOWMX YAO0BAETBOPUTb CTPEMUTE/IbHO BO3pacTalolWme noTpebHocTH
aboHeHTOB, coxpaHAA NPM 3TOM NPeeMCcTBEHHOCTb BU3HeC-NPOoLLEeCcCcoB, TMBKOCTb Pa3BUTUA U COKpalLleHMe 3aTpaT
Ha MpeAoCTaBNAeHWE Pa3/INYHbIX CePBMCOB. becnpoBogHble TeEXHOMOIMU Bce Honblle HabupatoT 06opoTbl U K
OAHHOMY MOMEHTY B KOPOTKOE BPEMS MPOLLIM OFPOMHDbIM MYTb OT HECTabUNbHbIX HU3KOCKOPOCTHbIX CETEN CBA3U
manoro paguyca go ceteit LUMNJ, conoctaBMmbIX MO CKOPOCTU C MPOBOAHbBIMU CETAMM C BbICOKUMU KPUTEPUAMM K
KayecTBy NpeaoCcTaBAeHUA yCayr.

YctpoitictBo RG-34-Wac asnsetca Touko poctyna Wi-Fi ¢ MHTErpMpoBaHHbIM - MapLUPYTU3aTOPOM.
OcHoBHOoe npeaHa3HavyeHne RG-34-Wac: ycTaHOBKa BHYTPU 34aHWIA B Ka4yecTBE TOYKM AOCTYNa K Pas/iMyHbIM
pecypcam no nNpoBOAHbIM 1 6ecnpoBOAHbIM CETAM Nepesaydn AaHHbIX.

YCTPOMCTBO OPMEHTMPOBAHO HA AOMALLHMX NO/b30BaTenen n HebonblumMe opuchl.

B HacToAwem pyKOBOACTBE MO 3SKCMAyaTauMM M3/10XKEHbl Ha3HayeHuMe, OCHOBHbIE TeXHMYecKue

XapaKTEPUCTUKKM, KOHCTPYKTMBHOE WCMONAHEHME, MNOPAOOK YCTAaHOBKM, MpaBuaa  KOHOUIypupoBaHus,
MOHMWTOPUHIa M CMEeHbI NPOrpammHoro obecnedyeHums ToYkM goctyna RG-34-Wac.

1.2 YcnosHble 0603HayeHUA

0O603HaueHue OnucaHue

MONYKMPHbIM  WPMUGOTOM BblAENEHbI NPUMEYAHUA U NpeaynpexaeHus,

MonyXupHbii wpuoT
Ha3BaHWe ras, 3aroJlIoBKOB, 3aroJ;ioBKOB Ta6I'IVILJ,.

Kypcusom KypcuBom yKasbiBaeTcs MHPpopmauua, Tpebytowas 0coboro BHUMaHUA.

MpumeyaHua n npeaynpexxaeHus

MpumeuaHua copepKaTt BaXKHYI0 MHPOpMaLUIO, COBETbI UM PEKOMEHAALUM NO
V MCNO/1Ib30BAaHUIO U HACTPOIiKe YCTPOMCTBA.

MpeaynpexageHna HGOPMUPYIOT NONb30BATENA O CUTYALMAX, KOTOPble MOTyT
HaHeCTU Bpea, YCTPOMUCTBY UM Ye/IOBEKY, MPUBECTU K HEKOPPEKTHOM paboTte
YCTPOIACTBA U/IN NOTEPE AaHHbIX.

.‘
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2 ONUCAHUE U3OENNA

2.1 Has3HauyeHwue

Ona BO3MOMKHOCTM MpeaoCcTaBAEHUA AOCTyNna MO/Mb30BaTesiell K BbICOKOCKOPOCTHOW, 6e3onacHom ceTu
nepeaaun AaHHbIX pa3paboTaH aboHeHTCKKMIM MaplupyTusatop RG-34-Wac (aanee «ycTpomnctso»).

YctpoiictBo RG-34-Wac — eauHaa TouKka [0CTyna K COBPEMEHHbIM MHTEPAKTUBHbIM  CepBMcam Mo
NPOBOAHbIM M BECNPOBOAHbLIM CETAM Nepenayun aaHHbix: MHTepHeT 1 Full HD IPTV.

MapwpyTtnsatop RG-34-Wac npegHasHayeH pANns MOAKAOYEHUs YCTPOMCTB K 6HecnpoBogHOW ceTu
ctaHgapTtos 802.11 a/b/g/n/ac. RG-34-Wac nogkntouyaeTca K NpoBoAHOM ceTu ¢ nomoupio 10/100/1000M
Ethernet-untepdelica, n c nomowbto pagnounHTepdelica cosgaer 6ecnpoBoaHON BbICOKOCKOPOCTHOW AOCTYN ANA
YCTPOWCTB, Nnoaaepxumeatowmx TexHonormto Wi-Fi 8 ananasoHe 2,4 n 5Ty, K ycTpoiAcTBY MOXXHO NOAKIOYUTL A0
YeTblpex YCTPOMCTB NpoBOoAHOM ceTu. USB-paszbem ncnonb3yetca ANa NOAKNAIOUYEHUA BHELWHUX HAaKONUTENen unm
3G/4G USB-mogema.

RG-34-Wac nopgaepKMBaeT COBPEMEHHble TPeboBaHMA K KayecTBy CEPBMCOB WM MO3BO/AET nepenasaTtb
Hanbosee BaKHbI TpaduK B Honee NPUOPUTETHLIX o4vepesax MO CPaBHEHUIO C 0bbluHbIM. ObecneuyeHue
npuopuTesaLmMm NPOMCXOANUT Ha OCHOBE OCHOBHbIX TexHo0rMi QOS.

B ycTpoiictBe peanns3oBaH pacluMpeHHbid ¢GyHKUMOHaAn Ansa crabunbHoM paboTbl IP-TenesnaeHuns no
6ecnpoBoAHON ceTH: NAaBHOCTb U HEMnpepbIBHOCTb BOCMNPOMU3BeAeHUA BMAeO obecneymsaloTca crneuuanbHbiM
nporpammHbiMm  GYHKUMOHANOM. YcTpoiicTBO no3sonseT pabortaTb Ha udactotax 2,4 u 5 [Ty, a Takxke
npeaocTaBAseT BO3MOMKHOCTb 04HOBPEMEHHOM TPaHCAALMM BUAEONOTOKOB U nepeaayn AaHHbIX.

2.2 XapaKTepuUCTUKa yCTpoMCTBa

Unmepdpeiicol:

— LAN: 4 nopta Ethernet RJ-45 10/100BASE-T;

— WAN: 1 nopt Ethernet RJ-45 10/100/1000BASE-T;
WLAN: IEEE 802.11b/g/n 2,4 ITu, 1 802.11a/n/ac 5 IMu;
— USB: 1 nopt USB2.0.

MuTaHMe yCTPOoICTBA OCYLLECTBAAETCA Yepe3 BHELWHM aganTep 5B ot cetn 220 B.
dyHKYUU:
e cemesble (hyHKYUU:

— paboTa B pexmnme «KMOCTa» UAM «MapLIPYTU3aTOPaY;

— noaaepKa PPPoE (PAP, SPAP n CHAP aBTopusaumsa, PPPoE komnpeccus);

— noaaepxka PPTP;

— noageprkka L2TP;

— noaaepxkKa cratuyeckoro agpeca u DHCP (DHCP-knuneHT Ha ctopoHe WAN, DHCP-cepsep Ha
cTopoHe LAN);

— noapeprka DNS;

— noaaepxka NAT;

— noaaepxka UPnP;

6 AboHeHmcKuli mapwpymuzamop RG-34-Wac
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— ceTeBoWM 3KpaH (Firewall);

—  KnoHupoBaHue MAC-agpeca Ha WAN-uHTepdelice;

— noaaepxka NTP;

—  noaaepKa MmexaHM3MOB KayecTBa 06cnyxunBaHma QoS;
— «npobpoc» noptos (Port forwarding);

—  CTaTU4YecKasa M AMHAMMYeCcKana MapLupyTmsaums;

— orpaHuyeHue goctyna K yctpoinctay yepe3s WAN u LAN.

nogaeprkka yHKuni IPTV (IGMP-proxy, UDP-to-HTTP proxy);
obHoBneHue MO yepes web-uHTepdelic;
TR-069;

YAaneHHbI MOHUTOPUHT, KOHGUTYPUpPOBaHME U HacTponKa: Web-uHtepdoeiic, Telnet.

Ha pucyHKke 1 npuBegeHa cxema npumeHeHua obopyaosaHma RG-34-Wac.

Wi-Fi 802.11b/g/n/ac ﬁc
2,4 GHz/5GHz CeTb STB NV
nposaraepa r
f
3G/4G mogem Wi-Fi 2,4 GHz/5GHz D
(c
RG-34-Wac

UsB2.0

Poytep

ol -

[

PucyHok 1 — ®yHKUMOHabHaA cxema ncnosb3osaHma RG-34-Wac

— STB NV
nK
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2.3 OcCHOBHbIe TeXHU4YeCcKue napameTpbl

OcCHOBHble TEXHUYECKME NapameTpbl YCTPOMCTBA NpuBeaeHbl B Tabamua 1.

Tabaunua 1 — OCHOBHblE TEXHUYECKUE NapameTpbl

O6wme napameTpbl

RAM DDR (onepatvBHasa namaThb) 128 M6
ROM eMMC flash (cucTtemHaa namaATb) 8 M6
OnepaunoHHaa cuctema Linux
NapameTpbl WAN-untepdeiica Ethernet
Konnyectso noptos 1
DNEeKTPUYECKUI pasbem RJ-45
CKopocTb nepegaun, Méut/c 10/100/1000, asToonpeaeneHune
MNopaepKKa cTaHgapTOB BASE-T
MapameTpbl LAN-uHTepdeiica Ethernet
Konunyectso nHtepoelicos 4
DNEKTPUYECKMI pa3beM RJ-45
CKopocTb nepegaun, Méut/c 10/100, aBTOONpPEaAeneHue
MNopaepKKa cTaHgapTOB | BASE-T

MapameTpbl 6ecnpoBogHOro uHTepdeiica

CraHaapTbl

802.11 a/b/g/n/ac

YacToTHbIM gnanasoH, Mly,

2.4~2.4835lTuy, 5.15~5.351Ty, 5.65~5.73MMu, 5.735~
5.8351Ty,

Mogaynauna

BPSK, QPSK, 16 QAM, 64 QAM, DBPSK, DQPSK, CCK

CKopoCTb nepegaqn gaHHbix, Méut/c

802.11b(CCK): 1, 2, 5.5,11

802.11g(OFDM): 6, 9, 12, 18, 24, 36, 48, 54

811n (HT20, 800ns Gl): 13, 26, 39, 78, 104, 117, 130

802.11n (HT40, 400ns Gl): 30, 60, 90, 120, 180, 240, 270, 300
802.11n (HT40, 800ns Gl): 27, 54, 81, 108, 162, 216, 243, 270

MaKcrumanbHas BbIXOAHAA MOLLHOCTb NepeaaTynKka

2,41Ty (802.11 b/g/n): po 15 dBm
5Ty (802.11 a/n/ac): go 17 dBm

quCTBVITeJ'I bHOCTb NPUEMHUKA

2,4 Ty
802.11n(MCS0): -90 dBm
802.11n(MCS4): -79 dBm
802.11n(MCS7): -72 dBm
5 Iy

802.11ac (MCSO0): -92 dBm
802.11ac (MCS4): -82 dBm
802.11ac (MCS7): -76 dBm

be3onacHocTb

64/128/152-6utHoe WEP-lundppoBaHme AaHHbIX;
WEP, TKIP n AES

YnpasneHue

YpaneHHoe ynpaBaeHue

Web-untepdeliic, Telnet

OrpaHuyeHune gocTyna

no naponto

06wme napameTpbl

MuntaHue

agantep nutaHua 5V DC, 2,5 A.

MoTpebnseman MOLHOCTb

He 6onee 4 Bt

Pabouwnit ananasoH TemnepaTtyp

ot +5 go +40°C

OTHOCUTEeNbHAA BNAXKHOCTb Npu Temnepatype 25°C

no 80%

Fabapwutbl 430x159%x43,6 mm
Macca He 6onee 0,2 Kr.
8 AboHeHmcKuli mapwpymuzamop RG-34-Wac
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2.4 KOHCTPYKTMBHOE UCMONIHEHUE

Touka goctyna RG-34-Wac BbinonHeHa B N1acTMKOBOM Kopnyce pasmepamm 430x159x43,6 mm.

2.4.1 NepepHan naHenb YCTPOUCTBA

BHewHW BuA nepeaHen naHenn yctpoinctea RG-34-Wac npuBeaeH Ha pUCyHKe 2.

Q) » = Kj 2.4GHz S5GHz

- —
-

PucyHok 2 — BHewHU Bua nepeaHen naHenn RG-34-Wac
Ha BepxHelt naHenn ycTpoictBa RG-34-Wac pacnonosKeHbl cneaytoline cBeTosble MHANKATOPbI, Tabanuya2.

Tabanuya 2 — OnncaHMe NHAMKATOPOB BEPXHEN NaHenu

3nemen|-;rHr:|:IeAHew Onucanme

1 @) WHAMKATOP NUTaHWA

2 ,’_\ WMHAMKaTOp cTaTyca paboTbl yCcTponcTBa

3 -t MHAMKaTop paboTbl BHewHero USB-ycTpoiictea (USB flash, BHeWwHMI ecTKnit anck)
4 @ nHAamKaTop pabotol WAN-uHTepdeitca

5 = MHAMKaTop paboTbl becnpoBoaHOM ceTh Ha YactoTe 2,4 Ty n 5 My,

6 = MHAMKaTopbl paboTbl nopToB LAN-uHTepdelica
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2.4.2 3apHAA naHesNb YCTPOMCTBA

BHewHW BUA 3aaHen naHenn yctponctea RG-34-Wac npuBeaeH Ha puUCyHKe 3.

1 2 3 &

PucyHoK 3 — BHewHwu Bug 3agHen naHenn RG-34-Wac

Ha 3agHelt naHenn yctpoiictea RG-34-Wac pacnosioKeHbl ciaeaylolwne pasbemMbl U OpraHbl ynpasBieHus,
Tabanua 3.

Tabnunua 3 — OnnucaHMe MHAMKATOPOB U OPraHOB ynpaB/ieHua 3aaHel naHenn RG2400

dnemeHT 3agHel naHenun OnucaHue
1 LAN 10/100 4 nopta 10/100BASE-T Ethernet (pasbem RJ-45) gn1a NOAKMOYEHMA CETEBbIX YCTPONCTB
2 WAN nopt 10/100/1000BASE-T (pasbem RJ-45) ans NOAKNOUYEHWNSA K BHELIHEN CETU
3 usB pasbem USB ana noakntoyveHus BHewHero USB-ycTpoiictea (USB flash, xecTkuii amck)
4 5V pasbem 44 NOAKAOYEeHUA aganTepa NUTaHUA

2.4.3 bBoKoBasA NaHe b YCTPOUCTBA

BHewHWn BUA 60KoBOM naHenu yctpoiictBa RG-34-Wac npusefeH Ha pUcyHKe 4.

1 2

PucyHoK 4 — BHelwHW Bua 60KoBoli naHenn RG-34-Wac
Ha 6oKoBolt naHenu yctpolictBa RG-34-Wac pacnonosKeHbl cieaytolmne opraHbl ynpasneHus, Tabnauvua 4

Tabnnua 4 — OnncaHme opraHoB ynpasneHua 6okosol naHenn RG-34-Wac

dnemeHT 60KOBOIA
OnucaHue
naHenu
1 ((e) KHonKa BkAoYeHus/oTkAoYeHns Wi-Fi
2 ‘, KHOMNKa Ana nogkntoyeHna KanenTa no npotokoay WPS
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2.5 CsetoBas MHAUKaUMA

TeKyLee cocTosiHME YCTPOMCTBA OTOBpaKaeTcAa Npu NOMOLLN MHANKATOPOB, PACMNONOXKEHHbIX HA BEPXHEN
naHenu. MNepeyeHb COCTOAHUI MHANMKATOPOB NpmnBeaeH B Tabaunua 5.

Tabnuua 5 — CeeToBas MHAMKaUMA cOCTOAHUA ycTponcTea RG-34-Wac

UHaukatop CocToAHUe MHAMKaTOpPA CocTofiHMe YCTPOICTBA
. ceTb Wi-Fi-akTMBHa B aHHOM Auana3oHe: 2,4
3e/1eHbIN, ropUT NOCTOAHHO MM w/wan 5 Iy
= WLAN ouecc nepegaa a o 6ecnpoBoaHoO
: . n n 4YKM AaHHbIX N n HOM
3e/IeHbIn, muraet poy PeA A POBOA
cetTu B JaHHOM AguanasoHe: 2,4 Ty n/vnn 5 Iy,
CTAHOBNEHO COeAUHEHNE MEXK,
roput 3eneHbim (10, 100Mbps)/ y ¥
CTAHLUMOHHbIM TEPMUHANOM U aBOHEHTCKUM
opaH:keBbim (1000 Mbps) .
@) WAN yCTpONCTBOM
npoLecc NnakeTHol nepegaym aaHHbix no WAN-
Mmuraet pou . PeA A
uHtepdeicy
o YCTaHOB/IEHO COeANHEHME C MOAKAOYEHHbIM
3e/1eHbIN, ropuT o
& LAN ceTeBbIM YCTPONCTBOM
npouecc NakeTHOM nepesaym AaHHbix no LAN-
Mmuraet o
nHTepdency
USB 3e/1eHbli, roput USB-ycTpoiicTBO NoAKAOYEHO
= He ropuT USB-ycTpoMicTBO OTKAHOYEHO
. . BKJIIOYEHO NUTaHUe YCTPOMCTBA, HOpPMabHaA
O Power 3€/1eHbIN, FOPUT NOCTOAHHO
paboTa
KPaCHbIN, FOPUT NOCTOAHHO MO He 3arpy»KeHo, pPeXMm HayaNbHOro
3arpy3ymka
KpacHbIN, muraet 3arpyska N0 ycTporictea
KPACHbIN 1 3eN1eHbI, MUratoT cHbpOC K 3aBOACKMM HAacTpOiKam
nonepemeHHoO
,’_\ Status " " "
KPacCHbIN, }XeNTblh U 3e7eHbli, MUratoT obHoBneHue MO
nonepemeHHoO
3€e/IeHbli, Muraet obHapy:KeHa HoBas Bepcua NO
YKENTbIA, TOPUT NOCTOAHHO OTCYTCTBYET AOCTYN B UHTEPHET
3e/IeHbIN, FOpUT NOCTOAHHO HopmanbHas paboTa

2.6 Mepe3arpysKa ycTpoiicTBa U c6pocC K 3aBOACKMM HAaCTPOMKam

Ha HWKHeN naHenu ycTpolcTBa HaxoauTca  GyHKUMOHanNbHaa KHomka «F», KoTopasa nossonser
nepesarpysnTb YCTPOMCTBO M COPOCUTb HACTPOMKM K 3aBOACKMM. Mcnonb3oBaTb KHOMKY «F» HyXHO, Korpa
MapLUPyTU3aToOp BK/OYEH M roToB K paboTe: uMHAMKaTOp «Power» roput 3eneHbiM, MHAMKATOp «Status»
rOpUT/MUraeT 3e/1eHbIM WU KENTbIM CBETOM.

[nAa nepesarpysku YCTpOVICTBa Ha*KMUTEe 1 Cpasy OTNYCTUTE KHOMKY «F».

[na 3anycka yCTPOWCTBA € 3aBOACKMMM HACTPOMKAMM HAXKMUTE U yaeprKuBaiiTe KHOMKY «F» b6onee 5-Tu
CeKyHZ, MOoKa MHAMKaTop «Status» He HayHeT MUraTb KpacHbIM/3eneHbIiM LBeTOM. [por3onaeT aBTomaTnyeckas
nepesarpyska ycTpoiictea. pn 3aBoackux yctaHoBkax Ha WAN-uHTepdelice 3anyuweH DHCP-knueHT, agpec
uHTepodeiica LAN - 192.168.1.1, macka noacetn — 255.255.255.0; nma nosib3osatena/naponb Ana Aoctyna yepes
web-nHtepdeiic: admin/password.
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2.7 YnpasneHue kHonkou WPS

YcTpoicTBo nogaepuBaer OyHKUMIO MOAKAOYEHMA KaneHToB K Wi-Fi cetn no craHgapty WPS. [Ons
HACTPOMKM MOAKAOYEHUA BblbepuTe Ha KAMEHTCKOM YCTpoiicTBe cnocob nogknatoueHns WPS 1 Ha npasoi

60KOBOM NaHeNn yCcTpPoncTBa Haxmmute KHonky WPS " MNocne 3TOro KAWMEHT NOAKNOUYUTCA K MapLUpyTU3aTopy
aBTOMAaTUYECKMU.

V Mo ymonuaHuio pyHKuma WPS BrkatoueHa. OTKAIOUNTD GYHKLUIO MOXKHO Ha CTpaHuue
HacTpouku WPS. Ee onucaHue npuseaeHo B pasgene 4.3.3.5 MNoameHto «WPS».

2.8 KomnneKTt nocraBKu
B 6a30BbIli KOMNAEKT NOCTaBKM ycTpoicTea RG-34-Wac Bxogsar:
— abOHEeHTCKMI MapLipyTU3aTop;

— apantep nuTaHua 220/5B 2,5 A;
—  PYKOBOACTBO MO YCTaHOBKE M HAaCTpOlKe.
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3 nNoPAAOK YCTAHOBKU

3.1 WHCTpyKUuMM No TexHuKe 6e3onacHoCcTm

1. He yctaHaBauBaliTe YCTPOMUCTBO PAAOM C UCTOUYHWMKAMM TEMA U B NMOMELLEHUAX C TEMMEPATYPON
HuKe 5°C unu sbiwe 40°C.
2. He ucnonb3yiiTe yCTPOICTBO B MOMELLEHUAX C BbICOKOM BAAXKHOCTbIO. He noaBsepraiite ycTponcTso
BO34ENCTBMIO AbIMa, Nbl/IM, BOAbI, MEXaHUYECKUX KONEBAHUIN NN yO3APOB.
3. He BCKpbIBaitTe KOpnyc yCTPOMCTBa. BHyTpW yCTPOMCTBA HET 3N1EMEHTOB, NpPeAHa3HAYeHHbIX AN
06CNyKMBAHMA NOMb30BATENEM.
' Bo u3berkaHue neperpesa KOMMOHEHTOB YCTPOMCTBA M HapyweHuUA ero paboTtbl 3anpelsaerca

pasmew,aTb NpegmMeTbl Ha NOBEPXHOCTU 060pyAOBaHMUA.

3.2 PeKomeHAaauuuM No yCTaHOBKe

MNepen yCTaHOBKOWM M BKJOYEHUEM YCTPOMCTBA HEOOXOAMMO MPOBEPUTHL YCTPOMCTBO Ha Haauume
BUAMMBIX MEXaHMUYECKUX MOBPEXKAEHUN. B cnyyae Haninums noBpexaeHun cneayet npekpaTutb
YCTaHOBKY YCTPOMCTBA, COCTaBUTb COOTBETCTBYIOLLMIA aKT M 06PaTUTLCA K MOCTABLUMKY.
Ecamn ycTpolCTBO Haxoawuiocb ANUTENIbHOE BPeMs MpU HU3KOW TemnepaTtype, nepes Hayasiom
paboTbl cneayeT BblAEpPXKaTb €ro B TeYeHWe ABYX YacoB NMpU KOMHaTHOW Temnepatype. lNocne
AJIUTeNbHOro NpebbiBaHMA YCTPOWMCTBA B YC/I0BUAX MOBLILEHHOM BNAXKHOCTU MNepeg, BKAOYEHUEM
BblAEP*KaTb B HOPMaJIbHbIX YCNOBUAX He MeHee 12 yacos.
YCTPOICTBO YCTaHaB/AMBAETCA B TOPU3OHTANIbLHOM MOOXKEHUK, COBN0AAA UHCTPYKLMM MO TEXHUKE
6e3onacHoOCTU.
Mpy pasmelleHUU ycTpoicTBa Ans obecnevyeHUs 30HbI MOKPbITUA ceTu Wi-Fi ¢ Hanaydwmmm
XapaKTepuUCTMKaMu y4uTbIBaiTe cneaytollme npasuna:
a. YcTaHaB/iuBaliTe yCTPOMCTBO B LieHTpe 6ecnpoBoaHOM ceTu;
b. MuHUMKUsMpyiTe Yncno nperpag (CTeHbl, NOTONKM, Mebenb 1 apyroe) mexay RG-34-Wac-
RG-34-Wac u apyrnmum 6ecnposoaHbIMU CETEBLIMWN YCTPOUCTBAMU;
c. He yctaHaBauBaWTe yCTPOMCTBO B6AM3K (NOpAAKa 2 M.) SNEKTPUYECKUX, PaAMO YCTPOMCTS;
d. He pekomeHgyeTcA ucnonb3oBaTb paguoTenedoHbl UM gpyroe obopyaosBaHue,
paboTatouiee Ha yactoTte 2,4 Tu, 5Ty, B paguyce aeiictema 6ecnposogHoii cetn Wi-Fi;
e. [lpenaTtcTena B BUAE CTEKNAHHbIX/METANIMYECKUX KOHCTPYKUMIA, KMPMMYHbIX/6ETOHHbIX
CTEH, a TaKXe eMKOCTM C BOAOW W 3epKasa MOryT 3HaYyMTeNbHO YMEHbLIUTb Paguyc
aencrena Wi-Fi cetn.

3.3 [MopAapoK BKAKOYEHUA

1.

MoakniounTe ceteBol Ethernet-kabenb, NpoBeAEHHbIM BaWMM MHTEPHET-NPOBANAEPOM, K
pasvemy WAN RG-34-Wac, pUCyHOK 3.

Ecnmn RG-34-Wac 6yzeT Mcnosb3oBaThCA B KAYecTBe A4OMALUHEro NpoBO4HOINO MapLipyTM3aTopa, To
noakntoumTe cetesoit Ethernet-kabenb K pasbemam LAN RG-34-Wac maplipyTusaTopa M Ballero
CETEBOrO YCTPOICTBA (KOMMbIOTEP, NPUHTEP, TENIEBU3MOHHAA NPUCTaBKa U Apyroe).

MogKntoumTe WHYpP agantepa MUTAHUA K pPasbemy MUTAHWA ycTpoicTea 5V. Janee nogkntouute
aganTep K UCTOYHUKY NUTaHUA, PUCYHOK 3.

Mocne NOAKAOYEHMA TOYKM AOCTYNa K CETU MUTaHUA O0MAUTECHb MOJIHOM 3arpys3Kku ycTpomctsa
(3TO MOKET 3aHATb OKOJI0O MUHYTBI).
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4 YNPABJIEHUE YCTPOUCTBOM YEPE3 WEB-KOH®UTYPATOP

4.1 Hauano pabortbl
[na Hayana paboTbl HYXKHO NOAKAOUNTLCA K YCTPOMCTBY No MHTepdeicy LAN yepes Web-6paysep:

1. OTtkpoitte Web-6paysep (nporpammy-npocmoTpLLMK FMNEePTEKCTOBbIX AOKYMEHTOB), Hanpumep,
Firefox, Opera, Chrome.

2. BseawuTe B agpecHol cTpoKe 6paysepa IP-agpec yctpolictsa.

V 3aBopacKoii IP-agpec yctpoiictea: 192.168.1.1, macka nogcetu: 255.255.255.0

Mpu ycnewHom obHapyXeHWM YCTPOCTBa B OKHe Bpaysepa oTo6pasmnTCcA CTpaHMLIA C 3aNpOCOM UMEHM
nonb3oBaTesa U Napons.

Heobxoauma aBToOpM3aums

lns poctyna k gomeny httpy//192.168.1.1 neobxogume
YKa3aTb MMA NONL30BATENA W NAPONb.

Mogkniouenre k Beb-calTy He 3aWMLLIEHD

Kima nonszosatens:

Mapone:

Bxog OtmeHa

3. Beeaute mma nonb3osaTena B CTpoKe «MmA nosab3oBaTena» WU Naposib B CTpoke «llaponb».

V 3aBoAcKue yCTaHOBKU: umaA: admin, naponb: password.
4. HaxXmuTe KHOMKyY «BoliTU». B OKHe Bpay3epa oTKpoeTca cTpaHuua «06 ycmpolicmee».

4.2 MpumeHeHne KOHOUrypauum 1 oTMeHa U3MEHEHUM
1. MNpumeHeHne KoOHOUTYypaLmK
Mo HaxaTUO Ha KHOMKY «[IpMMEHUTb WU3MEHEHMA» NPOUCXOAUT COXpaHeHue KoHourypauum o flash-
NamATb YCTPOMCTBA WM MPUMEHEHME HOBbIX HacTpoeK. HeKkoTopble HacTPOMKM BCTYNAT B CWY TOJ/IbKO Mocne

nepesarpysku yctpoiictea. Cuctema npeaynpegmt 06 3TOM NPU HaXKaTUM HA KHOMKY.

2. OTmeHa nsmeHeHun

OTmeHa W3MeHeHUI NPOM3BOOMTCA TONBKO A0 HaX¥aTuA Ha KHOMNKy «[lpumeHuTb». B aTom cnyyae
M3MEHEHHbIEe Ha CTpaHMuUe napameTpbl obHoBsATCA TEKYWMMU 3HaAYEHUAMU, 3aNMNCAHHBbIMU B NaMATU yCTpOVICTBa.
Mocne HaxkaTnA Ha KHOMKY «[TpuMeHNTb U3MeHeHUA» BO3BPaT K NpeablayLinm HaCTpOI\;IKaM 6y,u,eT HEBO3MOXEH.
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4.3 MNaHenb ynpaBAeHUA YCTPOUCTBOM

Bce M3meHeHMA HACTPOeK YCTPOMCTBA BbIMOAHAKOTCA MPW MOMOLWUM BKNALOK «[laHeau ynpasneHuUs»,
pacnonoeHHol B nesoit ctopoHe WEB-mnHTepdeiica.

4.3.1 OcHoBHble anemeHTbl WEB-uHTepdeiica

1
Bekog ’

.’.GLTGX MpameHaTE .

1il=kcd
MZMEHEHNA I

HacTtpoiika WAN uHTepdenca

Ha 370 CTHAHWLUE Bbl MO¥ETE HACTPOMTE NAPaMETRE AOCTYNA K CETH MHTERHET

Tun WAN-nogKNHYEHUA: DHCP Client -
Wma xocta:
Paamep MTU 1500 (1400-1500 Bait)

® Moaknwoyvateca k DWS-cepeepy aBTOMATHYECKH

Japate agpeca DNS-cepeepoe BpyuHyH
DS 1: 182.168.0.71
DNS 2:

DS 3:

HacTpokka nokansHor O

HazHauute MAC-anpec: 000000000000
Brmounte uFRP

# Brnounte IGMP Proxy

# Brnounte UDPxy (UDP2HTTF)
¢ HMamennte nopt UDPuxy 1234

Pazpeluute ping Yepes VAR
Pazpewnte goctyn k Bef-uHTepdedcy yotpolicTea vyepes WWARN
Bintouuts NAT Passthrough ana paspelnequa nakeram (YPR) npoxogute Yepes poyTep K
CETEBRIM KNHEHTAM:
# |Psec PassThrough # 2TP PassThrough
# PPTP PassThrough IP+6 PassThrough

CAPOCUTE HEMEHBHWA 4

PucyHok 5 — 9nemeHTbl Hasuraunm Web-KoHdurypatopa

KHOMKM npumeHeHns KOHPUrypaumnm, nepesarpyskun ycTpoincTea u cmeHa Asbika WEB-nHTepodeitca.
[lepeBo BKIAAOK A/19 BbINOJHEHUSA HACTPOEK.

OcHoOBHOE MoJie HAaCTPOEK YCTPOMCTBA, COOTBETCTBYOLLLEE BbIOpPaHHOW BKNaAKe U3 nons 2.

Ll e

KHOMKK coxpaHeHuna N3MEHEeHUMN KOHd)MpraLI,MM n c6poca A0 nocnegHNX He COXpaHEHHbIX 3HaYEHUN.

AboHeHmcKuli mapwpymusamop RG-34-Wac 15



O ELTEX

4.3.2 MeHio «MacTep HaCTPONKU»

MacTep HacTpoOMKu

. Brifiop BpemMeHHOR 20HEI

. HacTpoika LAN uHTepdeica

. Hactpolika WAN uHTepdefca
. Hactpodku WLAN uHTepdelica

O b= D0 b —

. Breifiop pesxcuma paboTel yoTpolcTea

MACTER HACTPORKA NOMOXET BamM War 33 WAroM HacTROWTE YCTPOMRCTED.

MACTER HACTPORKKM NPOBEAET Bac N0 HEOBX0AMMEIM 3Tanawm. AnA Toro 4Tofs
Ha4aTh HACTROMKY, HEKMMTE KHOMKyY 'anee’

. HacTpoitka napameTpoe BecnpoecgHoi GezonacHoOCTH

Mpy NepBoM BKAKOYEHMM YCTPOMCTBA BOCMNO/Nb3YMTECH MacTEPOM HACTPOMKM ONA BbICTaBNEHMA OCHOBHbIX
napameTpoB paboTbl ycTpoicTBa. MacTep no3Bo/AeT LWar 3a LWarom HacTPoUTb:

e Pexum pabotbl;
e CMHXPOHM3ALMIO BPEMEHY;
o [lapameTpbl LAN-uHTEpPdEliCa;

o apameTtpbl WAN-uHTepdeiica (MHTepHeT);

o [apametpbl Wi-Fi ceTelt ananasoHos 2.4 My n 5 My,

Mocne BbINOAHEHMA BCEX HACTPOEK B MacTepe YCTPOWCTBO ByAeT nepesarpy:KeHo Aaa NnpuMeHeHUsa HOBOM

KOHOUIypauum.

4.3.3 MeHo «Pexxum pabotbi»

YcTpoicTBo nogaepkuBaetr 3 OCHOBHbIX pexuma
paboTbi:

e N3 — ycTpoicTBO paboTaeT KaK Ob6bIYHbIN
OOMALHUIA MapLpyTU3aTOP C BKAKOYEHHOM OYHKLUEN
NAT (Network Address Translation), Bce ycTpoicTBa
noakntoyeHHole K LAN ceTn BbIXogAT 4yepe3 oaumH IP
aapec, HasHayeHHblM Ha WAN nopT. JocTynHbl pexXumbl:
DHCP knwneHnT, Static IP, PPPoE, PPTP, L2TP.

e  MocT — B 3TOM pexume Bce Ethernet noptbl u
becnpoBoaHble MHTepdelicbl paboTaloT B OAHOM ceTw,
¢yHKuma NAT BbikatovyeHa. Hactpoitkm WAN nopta u
Firewall HegocTynHblI.

e T[logKntoyeHune K nposanaepy no
b6ecnposoaHoii cetn (WISP) — B aToM pexume OoAUH U3
moaynei Wi-Fi (2,4, wan 5ITu) nepexoguT B pexum
KAWEeHTa, NOAK/YaeTca K  becnpoBogHoOn  ceTu
nposaliaepa un pabotaet B kauectse WAN noprTa.

Pexxm paboThl

Bl MOKETE YCTAHOBMTE PaA3SHEIE PERUNME PAGOTH LAN 1 WAN HHTEppEeRCos

@ lnwz

MaocT:

Monknioyenue K nposaigepy
no BecnpoeogHoi ceth (WISP):

B atom pexume NAT ekniyed, Bce yoTpoACTEE,
NoAKNKYEHHEE K LAN NOPTam, BEXOAAT B0 BEHELIHKK
CeTh Yepss oMK IP aapec, HazHaueHHEIR Ha YWARN
nopt. Takcke Bel MOXETE HACTROWTE TN COBAMHEHUA
Ha CTPaHULE HacTpoek WAN uHTepdedca. JocTynHee
peskumer: PPPoE, DHCP knuent, FRTR knuent, LITP
KNHEeHT unu Static 1P

B atom pesime Bce Ethernet nopTel 1 BecnpoeogHele
uHTEpdEACE CBAZAHE Mexay coBol, a dyHeuua NAT
BuikndeHa. Hactpoli YWAN whaTepdeidca u Firewall
HEAOCTYNHE!

B atom pesme Bce Ethernet nopTel CBA3IAHL! MEXY
cofioi. BecnpoeoAHOA KNMEHT NOAKNHINABTCA K TOYKE
AocTyna wHTepHeT-nposaigepa. NAT sioven, ece
YCTROACTEA, NOLKNHINEHHLIE K NOKANEHEIM NOPTAM,
BLIXOAAT BO BHELLHHK CeTe Yepes oguH [P agpec,
HazHaveHHE Ha YWAN nopt. [na nogknimdequa K
TOUKE A0CTYNE MHTEpHET-NpoBaiaepa HeoBo umo
nepesecTH BecnpoBodHOA HHTERdERE B pEsKkMM
KNHEeHTa W BEIBpaTE CeTe Ha cTpanvuye "OBaop ceTel”.
Taiore Bl MOMETE HACTPOMTE THR COBAMHEHMA HA
CTpaHuLe HacTpoek YWAN wiTepdeica. JocTynHee
peskumer: PPPoE, DHCP knnent, PPTP kauenr, L2TR
KNHEHT MAK Static P

WA

. WILAN ST, w
uHTEpE R

COPOCHTE MEMEBHEHWA
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4.3.4 MeHo «becnpoBogHas ceTb»
B meHlo «becnpoBogHas ceTb» BbINOMHAOTCA HACTPOMKM 6GecnpoBogHon Wi-Fi cetn. HacTpoliku
BbINOAHATCA Ana cetn Wi-Fi Ha yactoTe 2.4 Ty unun 5 . YcTpolicTBo noaaepkmsaeT paboTy o4HOBPEMEHHO B

ABYX ANana3oHax 4acTtoT.

4.3.4.1 NoameHo « OCHOBHbIE HACTPOMKNUY

OcHoOBHbIe HacTpolKkn GecrnpoBogHoro uHTepdeica 5y

3Ta CTPaHULa NPeAHA3HAYEHE A1A HACTPOMKM NapamMeTpoE JOCTyNa WLAN KNMEHTOE.

Orenioyute WLAN wHTEpdERC

YHacToTHBIA AMaNasoH: 5 GHz (A+M+AC) -
Pestom paboTe: AP v
Wma cetr (33I0): EltextviFiaG

JoBaenTe K npodung

LLMpKHa kaHana: 40MHz -

Fanan: Auto -

CrkpelBaTe UMA ceth (33100 Het v

Brentoumte peskun Wi-Fi Multimedia (YWhihd) BrnioyeHo v
OrpaHuyedne Ti ] Maut/c (0:6e3 orpaHW4eHuHi)
Orpanuuedne R ] Meout/c (0:6ez orpaHUueHUi)
AKTUEHEIR COEJMHEHHA: 0KA3ETE AKTHEHBIE KIHEHTEl

[OCTeBEIE CETH

Bikniaumte kKnoHWpoEanKe MAC

Brntouute peskum YHueepcansHoro MNoetoputena (PaBoTaeT B kavecTee T W KIWEHTA OfHOBpEMEHHO)

Wuma cetu (35I0) nononHuTensHoro WHTephedca: RTK 11n AP RFTO

JoBaenTe K npodung

— Omkmoyums WLAN unmepgpelic — npu yctaHoBneHHom dnare cetb Wi-Fi ans yactotsbl 2.4 Ty, nan
5 Ty BbIKAOYEHA;

— Yacmommeoili duana3oH — NO3BO/AET BbIOpaTb pexMm paboTbl gns 6ecnpoBogHOro UHTepdeinca B
COOTBETCTBMM C cepmel ctaHgapToB Wi-Fi 802.11.
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Ana 2.41Tuy;:

2.4 GHz (B) — ecnv Bce 6becnpoBoHbIe KAMEHTbl NoaaepKmBatoT ctaHaapTt 802.11b, no aaHHomy
CTaHAapPTy MaKkcMmanbHaa CKOpocTb coctasndet 11 M6éut/c;

2.4 GHz (G) — no ctaHaapTy 802.11g makcMmaibHaa CKOPOCTb cocTasasaet 54 M6éut/c;

2.4 GHz (N) — ctangapt 802.11n npeaycmaTpmBaeT MakCUMasibHY0 CKOpocTb A0 150 M6éut/c;

2.4 GHz (B+G) — ecnv B ceTV NPUCYTCTBYIOT BecnpoBOAHbIE KAMEHTbl ¢ noaaepkkoi 802.11b u
802.11g, no craHgapty 802.11g makcumanbHas CKOPOCTb coctasaaeT 54 Méut/c;

2.4 GHz (G+N) — ecnu B ceTu NPUCYTCTBYIOT BecnpoBoaHble KAMEHTbI C noagepkkon 802.11g m
802.11n, To MakcMmasibHas CKopocTb cocTasaaeT 150 Méut/c;

2.4 GHz (B+G+N) — ecnv B ceTu MpUCYTCTBYIOT 6ecnpoBogHble KAUEHTbl ¢ noaaepykkoin 802.11b,
802.11g 1 802.11n.

Ana 5TTy;:

5 GHz (A) — makcMmanbHas cKopocTb cocTasaseT 54 M6éut/c;

5 GHz (N) — BaHHbIN CTaHAAPT NpeaycMaTpUBAeT MaKCUMasbHYO CKopocTb Ao 150 M6éuT/c;

5 GHz (A+N) — cTaHgapT nogaepueaet paboty ycrporicts ¢ 802.11a n 802.11n;

5 GHz (AC) - AaHHbIN CTaHAAPT NpeaycmaTpuBaeT MakCMMasibHYO CKOPOCTb A0 433 M6ut/c;

5 GHz (N+AC) - ctaHgapT nogaepusaet paboty ycrpoiicts ¢ 802.11n 1 802.11ac;

5 GHz (A+N+AC) - ctaHaapT noaaep:kuBaeTt paboty yctponcts ¢ 802.11a, 802.11n n 802.11ac c
MaKCMManbHOM ckopocTbio 433 M6éut/c.

Umsa cemu (SSID) - vma 6ecnpoBoAHON CeTW, UCMOAb3YETCA ANA MOAKNIOYEHUA K YCTPOMCTBY.
MaKcMmanbHana ANUMHA MMEHM — 32 CMMBOJIA, BBOA, C YYETOM PEructpa Knasuatypbl. [aHHbIV

oouowon un

napameTp MOMKET COCTOATb U3 undp, NAaTUHCKUX BYyKB, Npobenos, a TakkKe cumeonos “-“, “_ ", “.”,

IIIII oa.n H#II ”'Il . n

17, @r “4 npu atom cumeonbl “1”, “” , “H” n npoben He MoryT cToATb NePBbIMU;

LLlupuHa KaHana - WUpUHa MoJIOCkl YacTOT KaHana, Ha KoTopom paboTaeT 6ecnpoBogHas TOYKa
Joctyna, npuHumaet 3HaveHuna 20, 40 Mrly Ha yactote 2,4 Ty naum 20, 40, 80 My, Ha yacToTe 5
M,

KaHan - Homep KaHana ana pabotbl b6ecnposogHoit cetu. lNpu Bbibope 3HavyeHMa «auto»
aBTOMATUYECKM ONPEAENNAeTcs KaHal C MEHbLUMM YPOBHEM MOMEX;

Ckpbisame ums cemu (SSID) - npwn ycTaHoBNeHHOM dnare Touka AocTyna byaeT ckpbita B adupe.
MoAKNOUMTBCA K HEN MOKHO 3apaHee 3Han eé SSID;

Bkaoyume pexcum Wi-Fi Multimedia (WMM) - npu ycTaHoBNeHHOM dnare BKAoYeHa (yHKUMSA
WiFi Multimedia, KoTopas no3BosAeT OoNTUMU3NPOBATb Nepeaady MyabTUMeaninHoro Tpadumka no
b6ecnpoBoHON cpese;

OepaHuyeHue Tx — NO3BOAIAET 3a4aTb OrpaHMyeHue no nepegave Tpadpuka K Wi-Fi KnmeHTam;

AKMUuBHble coeOuHeHUs — OTKPbIBAaeT B HOBOM OKHe Tabaunuy Co CMMCKOM BCEX MOAK/OUYEHHbIX K
Wi-Fi ceTn KnneHTOB.

18
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4.3.4.2 MoameHio «PaclwumpeHHble»

PacLumpeHHbIN HacTpoiku 6ecripoBoaHoro uHTepdeinca 5rruy

HaHHbBIE HBETleﬁKM NPEAHAZHANEHEI ANA ONBITHEEK nons3oeaTenel. He MeHARTE aTu HaETF]DLT‘IKlfI, ecnu Bbl HE MMEETE NPEACTAENEHWA O
TOM, Kakoi APEKT OHKW AOMKHBI OKE33Th Ha pafoTy TOMKM J0CTyNa

Fragrnent Threshald: 2346 (256-234E)
RTS Threshald: 2347 (0-2347)
Beacon Interval 100 (20-1024 ms)
I&PP: = BrnwyeHo BriknioueHno
Pratection: Brntoveno @ Briknioveno

0

Aggregation: Brnreno BrikntoyeHo

Short GI

0

Brnrvero BrikntoyeHo
WLAN Partition: Brnwveno @ Brikniovedo

ETBC:

Brnryena BrikniyeHo

LDPC: = Brnwueno BriknioyeHo
T¥ Beamfarming: = Brnwuveno Briknioyeno
Mutilcast to Unicast: © Brnwyeno BrikntoyeHo
RF Cutput Power: = 100% B0% 0% 35% 15%

CHPOCHTE HEMEHEHHA

— Fragment Threshold - makcumanbHbI pasmep HenpepbiBHOro 6/10Ka AaHHbIX ANA nepegayun no
6ecnpoBoaHoi ceTu. [laHHble 6onbliero pasmepa 6yayT pasbuTtbl Ha YacTU — GpParmeHTUPOBaHbI;
NPUHUMAET 3Ha4YeHunA oT 256 o 2346;

— RTS Threshold - makcMmanbHbIM 3anpawinMBaembli pasmep 6/10Ka AaHHbIX gns nepepayn. B
TexHonormn CSMA/CA naketbl RTS (request to send) nocbinatotca 6a30Boit CTaHUMKM 40 Nepeaayu
peanbHbIX AaHHbIX. Mpy HanMumMmM cBoboaHOro okHa 6a3a oTeedyaeT naketom CTS (clear to send) u
K/IMEHT OTCblaeT MaKeT 3anpolleHHOro pasmepa. Yem meHblie pasmep RTS, tem 6onble
BEPOATHOCTb MONYYUTb paspelleHne oT 6a30BOM CTaHUMM, Tem BbiCTpee BOCCTaHaB/MBAETCA CETb
nocse KoaiuM3uii, HoO TeM MeHbLLE NMPOU3BOANTENBHOCTb CETU B LenoM. MpuHUMaeT 3HaveHna ot 0
0o 2347;

— Beacon Interval - NPOMEXKYTOK BPEMEHU MeENKAY CAyxebHbiMU coobueHuamM (maskamu) B
b6ecnpoBoaHoi ceTn. CnyxebHble coobleHMA nepegalroT napameTpbl YacToT, MPOTOKO/OB,
6€30MacHOCTW, MOLLHOCTU NepeaaTiNKOB, 3a4epKeK U T. 4. NpuHMmaeT 3HayeHua ot 20 go 1024;

— Preable Type — pa3mep npeambysbl NOKasbiBaeT ANUHY CAYXKeOHOroO MonA B KaxXKAoMm NakeTe.
OnunHHas (Long) npeambyna coctont n3 128 6ut, KopoTkas (Short) — us 56 6uUT. KopoTkuii pasmep
npeambynbl MNoBblAET obuiee ObICTPOAENCTBME CUCTEMDI, MCMOb3YETCA A8 MyabTUMeaua-
NPUIOKEHNIA;

— IAPP — npotokon IAPP (Inter-Access Point Protocol) no3sonsaeT ucnonb3oBaTb POYMUHT KAUEHTOB
MeXAy HECKONbKMMM TOHYKaMM AOCTYNa BHYTPU OAHOIO CErMeHTa CeTy;

— Protection — 3T0 chneuuanbHbiit mexaHusm ana ceteir 802.11 b/g. BrawoueHne mexaHU3Ma
rapaHTUpyeT BO3MOXHOCTb PaboTbl MeANleHHbIX YCTPOWCTB cTaHaapTa b B cpeae c 6onblumvm
KO/INYECTBOM BbICOKOCKOPOCTHbIX YCTPOMCTB CTaHAapTa g. ITO AOCTUraeTca YBe/IMYeHUEM
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BpeMeHU OBCNYKMBAHUA CTapbiX KAMEHTOB, 3aflaHMem AN HUX MeHbluero pasmepa okHa RTS,
CHUXKeHMem obLero bbICTPOoAENCTBUS CeTH;

Aggregation — BKAlOYaeT BO3MOXKHOCTb 00beAMHEHMA HECKONbKMX MaNeHbKMX MNAKeToB A/A
nepegauv B o4HOM 601bLIOM;

Short Gl — cpeAcTBO CHUXEHMA OWMOOK MpU B3aMMOLENCTBMM PAOMO YCTPOMCTB — MyCTOM
NPOMENKYTOK  MeXAy nepefaBaeMbiMU  LIecTHaguaTepuyHbimmM  cumBonamm  (0,1,...E,F).
CTaHOapTHLIA O/MHHBIA 3aWMUTHBbIM MHTepBan (Long Gl) umeeT npogonkutenbHocTb 800HC.
CunTaeTcs, 4TO 3@ 3TO BPEMA CUTHAA MNOJHOCTbIO AOXOAUT A0 NPUEMHMKA C YYETOM BCEX 3a4EPXKeK
M oTpaxeHui. o ucteyeHmMn sToro MHTEpPBana, nepegaeTcs caeayowmm cumeon. Short Gl gantea
400Hc. Ucnonb3oBaHue Short Gl nosbiwaeT 06Uy NPOM3BOAUTENIBHOCTL OECNPOBOAHON CeTu
npumepHo Ha 11%, Ho MHOrAa BeAEeT K yBenndeHuto owmnbok npuema/nepegaum;

WLAN Partition — BK/toOMEeHMeE 3anpeTa B3anMoaencTBusa 6ecnpoBoaHbIX KAMEHTOB MeXay cobolt;

STBC — BKAtoyeHMe mexaHu3ma Space Time Block Coding (STBC), ncnonbsyetca B 6ecnpoBogHbIX
ceTax AN nepenaym Konuii NOTOKa AaHHbIX Yepes HECKO/IbKO aHTeHH M ana obecrnedyeHnsa Npuéma
pasHbIX BepCUit 6710Ka AaHHbIX B LENAX NOBbIWEHUA HaAeKHOCTM obmeHa AaHHbIMKU. M3BeCTHO,
YTO PaAAMOCUIHAN pPacnpPOCTPaHAETCAs B cpefde MO AO0CTaTOYHO C/IOXKHBIM TPAeKToOpUAM W
NoABep}KEH BAUAHUIO OTPAXKeHMUsA, pedpaKkLmm, pacCEMBAHNUA, a TaKKe MUCKaKaeTcsa BO3aenCcTBMEM
TEN/0BOro LWyMa NPUEMHMKA, YTO B KOHEYHOM CYETE NPMBOAWUT K TOMY, YTO OAHM KOMUM
nepefaHHOro CUrHana MOryT OKasaTbCA 3HAUYUTENbHO Mlyylle (MeHee WCKarKeHbl) Apyrux. ITa
M36bITOYHOCTb MOBbIWAET BEPOATHOCTb KOPPEKTHO AEKOAMPOBATb CUrHA/N M3 HECKO/bKUX €ero
KONWiA Ha NpUEMHOI cTopoHe. TexHosnorna STBC 0bbeanHAET BCe KONUK NPUHATOTO 610Ka AaHHbIX
ONTUMasibHbIM 06pa3oM ANA U3B/MEYEHUA MAKCMMA/IbHOTO KO/MYecTBa MHOOPMALLMM U3 KarKaoM
U3 HUX;

LDPC — ncnonb3oBaHMe KOPPEKTUPYIOLWLEro Koga C Manoli NJAOTHOCTbIO NPOBEPKM Ha YETHOCTb Low-
density parity-check code (LDPC), koTopblii nossosseT 6onee 3¢pdeKTUBHO OBHApPYKMBaTb U
NCNpPaBAsATb BO3MOXKHbIE OWMOKKN Npu Nepegaye cMrHana yepes 6ecnpoBoaHoi nHTepdelic;

20/40MHz Coexist — BK/IlOYEHHAA ONUMA MPMBOAMT K TOMY, YTO €C/M B paanyce AeNCTBUA Hallel
TOYKKM gocTyna byayT obHapy»KeHbl ApYyrMe TOYKM Ha aHA/MIOFMMYHbIX YAaCTOTHbIX KaHanax Mau Bce
KaHasbl 6yayT CUABHO 3arpy)KeHbl — Halla TOYKa AOCTYNa OTKAOYMT MCNONb30BaHME YAaCTOTHOrO
AnanasoHa 40Mru, yTobbl He MeLWaTb coceanm;

TX Beamforming — TexHonorus, nogpasymesatowas GOPMUPOBAHME 3NEKTPOMArHUTHOro nons
aHTeHHbl 6330BOM CTaHUMM B AanbHel 30HE B BUAE Y3KOHANPaB/JEHHOTO [NaBHOMO J/IEMECTKa,
OPVEHTUPOBAHHOTO B CTOPOHY abOHEHTCKOro YCTPOMCTBA C BO3MOMHOCTBIO M3MEHEHUS
HanpaB/EHHbIX CBOWCTB NPU U3MEHEHMU NOJIOXKEHMSA 3TOro 060pyA0BaHNS;

Multicast to Unicast — no3ssonseT nepegasatb HecnpoBoaHbIM ycTpolicTBam Multicast noTok B
Buae Unicast, npu ycnosumm 4to BKAtoveHa onuma UDP2HTTP B HacTponkax WAN uHTepdelica;

RF Output Power — perynMpoBKa MOLWHOCTM CWUrHana TOYKM AOCTyna B MNPOLEHTax oT
MaKCMMaNbHOrO YPOBHA.
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4.3.4.3

MoameHio «be3onacHOCTb»

Brifiepure S510:

MeTon NpoEepkd NOANWHHOCTH

MeTog ayTeHTHdrKaLMH:
Tun WudpoeaHua YWHRAZ:

Management Frame Protection:

MopmaT Knkya:

Knran:

CHROCHTE HIMEHEHHA

HacTpoiika napameTpoB GezonacHocTH AnA UHTepdeica 5y

DaHHEIE HACTROMKK ND3BONAKIT Bam 3303Tk NapaMEeTHE Ge30NacHOCTH. BriBap TMNa WHGPOBEAHUA NOMOXET Bam NpeqdTBRaTHTE
HECAHKL MOHWPOEAHHEIR 4OCTYN K Balel BecnpoBogHoR ceTw.

Root AP - EfexdiFIsG -

WPAZ -

Enterprise (RADIUS) @ Personal (Pre-Shared Key)
TKIP = AES
= none O capable © required

Passphrase -

—  Bsibepume SSID — Bbi6op SSID ana Kotopoi byaeT BbINONHATLCA KOHPUTYPUPOBAHUE;

— Memod nposepKu nodauHHocmu — BbiIbop pexrma besonacHocT1 becnpoBoaHOM ceTu:

o Omknw4yeHo —
be3onacHoCTU;

wuodpoBaHne bHecnpoBoAHOM

CeTn OTCYTCTBYET,

HU3KUIN

YpPOBEHb

o WEP — wudposaHne WEP. WEP-Knto4 A0/MKEH COCTOATb M3 LUECTHAALATEPUYHbIX Uubp K
umetb aamHy 10 unm 26 cMMBOSIOB, MO0 AONXKEH ObiTb CTpoKoW (cumBosbl a-z, A-Z, 0-9,
~l@#5%"&*()_-+=) u umeTb AANHY 5 nan 13 cMMBONOB;

o WPA2 — wudposanne WPA2. [InnHa Katoya coctasnfeT oT 8 Ao 63 cumeonoBs. PaspelaeTcs
MCNONb30BaTb TONbKO CUMBOALL: a-z, A-Z, 0-9, ~I@#S%"&*()_-+=;:\\|/?.,<>”" wnau npoben.
WnepposaHme WPA2 obnagaet ropasgo 60/1blwMm ypoBHEM 3aLLMTbI N0 cpaBHeHMo ¢ WEP;

o WPA-Mixed - wndpposaHne WPA n WPA2. innHa Katoya coctasndeT oT 8 Ao 63 cMmBo/OB.
PaspeluaeTtca MCNo/ib30BaTb TOMIBKO CUMBOAbI: a-z, A-Z, 0-9, ~1@H#S%A&*()_-+=;:\\|/?.,<>"" nam
npoben. PekomeHAyeTcA UCNONb30BaTb pexumbl WwndpoBaHua WPA n WPA2 kak Haubonee

6e3onacHble Ha AaHHbI MOMEHT.

PekomeHgyeTcA UCNonb3oBaTb pexkumbl 6e3onacHoctu WPA-Mixed u WPA2 Kak Hanbonee

6e3onacHble.

KnneHTos no 802.1x (WPA/WPA2-Enterprise) ¢ ucnonbsosaHmem RADIUS-cepBepa;

cepsepom (No ymonyaHuio 1812);

RADIUS Server IP Address — appec RADIUS-cepBepa;

AymeHmugukayus 802.1x — npwu ycTaHoBiaeHHOM ¢nare Touyka gocTyna 6yaeT aBTOPM30BbIBaTb

RADIUS Server Port — Homep UDP-nopTta gns obmeHa AaHHbIMK mexay yctpolictBom u RADIUS-

AboHeHmMcKuli mapwpymuszamop RG-34-Wac
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— RADIUS Server Password — naponb goctyna K RADIUS-cepsepy;
— Memod aymeHmugukayuu — Bblbop crnocoba ayTeHTUPUKAUMM NPU MNOLKAOYEHUM YCTPOMCTBA.
BapuraHTbl 3aBUCAT OT BbiIbOpa MeToAa NPOBEPKM NOAJMHHOCTH:
e Open System — ayTeHTUDUKALNA B peXkMMe OTKPbITON cucTeMbl He TpebyeT napons, obnaaaer

HU3KUM YPOBHEM 3aLLNTbI;

e Shared Key — ayTeHTUdMKaLMA C MCNOb30BaHMEM OBLLErO KAtoYa K ceTu ana wudpoBaHusa
WEP;

e Auto — aBTOMaTMYeCKuUi BbiIbop noaxogsaliero cnocoba ayTeHTUMdMKaLMK;
o Enterprise (RADUIS Key) — ayTeHTUOUKaUMsA ¢ ucnosnbzoBaHnem RADIUS cepsepa;

e Personal (Pre-Shared Key) — ayteHTUdUKaUMA C UCNOIb30OBAHNEM OBLLLErO NApPO/A K CETU.

—  [lnuHa Knro4a — BbIBOP ANNHbLI KAtoda npu wndpoBaHmumn WEP: 64-bit nuan 128-bit;

—  @opmam Knroya — Bblibop dopmarta Kawoua wudposaHua: Hex mnaum ASCIl ana wudposaHua WEP, a

Take Passphrase («cekpeTHas dpasza») unnm HEX64 (64 cumeona) ana WPA2 n WPA-Mixed;

— Koy —none gna BBoAA KAtoYa LLIMd)pOBaHMﬂ, Nno KoTopomy O6y€T obecneumnBaTbCs AOCTyn K CeTH;

— Management Frame Protection — BKAlOYEHME 3aWMUTbl GPeriMoB ynpasneHusA. BapuaHTbl: none

(oTkntoyeHo), capable (BbibopouHo) M required (obasaTenbHo). Mpu Bbibope BapuaHTa capable
OOCTYNEH NYHKT C BKAOYEHNEM PYHKLMN X3PLLIMPOBaAHMA No anropnutmy SHA256.

43.44 NMoameHio «YnpasneHue Wi-Fi poctynom»

B nogmeHto «YnpasneHue Wi-Fi goctynom» BbINOAHAKOTCA HAcTpoika ¢uabTpauum goctyna no Wi-Fi m

MAC-agpecy KnmeHTa.

YnpaeneHue goctynom 5y

CNUCOK paspeW el NOIBONAET NOAKNHOYETECA TONEKD KNMEHTAM M3 AaHHOM CAMCKE. [hyHKT "CNUcoK 3anpeedHel" orpaHHUEaET
AOCTYN K TOWKE A0CTYNa 4NA KNWEHTOE M3 3TOr0 CAMCKE.

Pexmm EOHTRONA A0CTYNa: OTEAIHEHD -

MAC-agpec:

FammerTapui:

CAPOCUTE HEMEHEHMA

Cnucok yeTpoRcTE ANA BRBPaHHOMD PEsKMME KOHTRONA JOCTyNE:

MAC-appec Kommentapuit

Y 0anwTe BblOpaHHEIR EAER:I) OUMCTHTE

—  Pexum KoHmpona docmyna — NO3BOIAET 3a4aTb OAUNH U3 TPEX PeXNMOoB pa6OTbI C 6ECI'|pOBO,£I,HbIMM

yCTpoMncTBamMu:

o OMKnYeHo — Hem o2paHu4veHuli Mo NodKAYeHUo ycmpolicms;
o  Crucok paspeuweHHbix — K Wi-Fi cemu moaym nodkaouumeca moasKo ycmpolicmea ¢ MAC-
adpecamu U3 CrUCKa paspeuleHHbIx;
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e Cnucok 3anpeweHHblx — K WIi-Fi cemu moeym nodKawyameca ece ycmpolicmea, 3a
UCK/rOYeHUEeM nepeYvucieHHsIX 8 CrUCKe.

— MAC-adpec — none ana ssoga MAC-agpeca ycTpoicTea. Agpec BBOAUTCA CMAOWHbIM TeKcTom 6e3
pasgenutenein, Hanpumep, a8f94b214fa0;

— Kommenmapuli — none gna KoMmeHTapusa K gaHHomy MAC-agpecy. He 06s3atenbHO g1A 3an0HEHUA.

[nsa ynobcTBa peKomeHAyeTca B HEero nucaTb Ha3BaHWe YCTPOMCTBA, 4/19 KOTOPOro 3aBoAMTCA 3anucb
B CMUCOK.

4.3.4.5 NoameHio «0630p ceTen»

B nogmeHio «O630p ceTem» MOMKHO 3anycTUTb Nouck gpyrux Wi-Fi cetelr B 3a4aHHOM 4acCTOTHOM
AnanasoHe ¢ uenbto onpeaeneHna MUHUMAAbHO 3arPy»KEHHOro KaHana npu TOHKOW HAacTpouKe ceTu. TaKxke
Yyepes 3TO NOAMEHIO BbINOIHAETCA NOAKAOYEHNE K BecnpoBogHOM ceTu NpoBanaepa B perkmume paboTbl WISP.

O6G30p GecnpoBoAHbLIX ceTeit - wian1

3Ta CTRAHMUE COAEEHMT MHCTEYMEHT 4NA CKAHMD0BaHMA BecnNpoBE0AHOM CETH. Bel MO#ETE NOAKNHHMTECA K HAMLEHHOR TO4KE 4OCTyNa MK
IBSS NpW BKNOHMEHHOM KIMEHTCKOM PEXMME MHTERDENCE.

SSID BSSID Kanan Pexum Lncppoeanne CurHan

4.3.4.6 MNogmeHto « WPS»
B nogmeHio « WPS» BbINnosHAETCA HacTpoiKa npoTokona WPS (Wi-Fi Protected Setup).

WPS — cTaHaapT nonyaBToOMaTMYecKoro cosgaHusa becnposogHoi cetu Wi-Fi. Lenbio npotokona WPS
ABNSAETCA YNPOLLEeHNe Npouecca HacTPOMKK becnposoaHol cet. WPS aBTomMaTMyeckM 0603HaYaeT UMs CETU U

3agaeT wudpoBaHMe ANA 3aLWMUTbl OT HECAHKLMOHMPOBAHHOIO A0CTyNa B CETb, MPU 3TOM HeT HeobxoAMmocTU
BPYYHY!O 3a4aBaTb BCe NapameTpbl.

HacTtpoiika sawmuéHHoro Wi-Fi (WPS)

WRS (Wi-Fi Protected Setup) ofecne4MBasT Nerkiil W Ge30NacHEI cnocoB co34aHWA BECNPOEDSHOR CETH

OTknruuTE WHS

HacTpolika no HakaTH kKHONKK (PBC):
OcTaHoeuTe HacTpoiky (PBC)

Tekywme HacTpoiiku napaMeTpoB DezonacHoCTH:
MeTon npoEepkM NOSNMHHOCTI Open
Tun wWudpoeania Mone

Kniay MiA

COpOCHTE M3MEHEHHA

AboHeHmMcKuli mapwpymuszamop RG-34-Wac 23



S ELTEX

dyHKuMA WPS MOXeT AeaKTUBMPOBATbCA OTAENbHO AN KaXKA0ro AMana3oHa YacToT.

Ucnonb3ya tepmuHonornto WPS, ycTponcTBO MOXKET HaxoAUTbCA B ABYX COCTOAHMUAX:

Configured — TouKa gocTtyna (xoTa 6bl B 04HOM AMana3oHe YacToT) CKOHUIypupoBaHa — 3TO 3HAYWT,
YTO HACTPOEHbI UMSA CETH, NapaMeTpbl LMPPOBAHUA U APYTME NapameTpbl;

Unconfigured — Touka goctyna B 060Mx Anana3oHax YacToT He CKOHPUIYPUPOBAHA — 3TO 3HAYMUT, YTO
Bce napameTpbl Wi-Fi UMeloT HaCTPOMKKU MO YMONYAHUIO.

B 3aBMCMMOCTM OT COCTOAHMA TOYKM A0CTyNa HeKoTopble GyHKLMM WPS moryT 6biTb 3a6/10KMPOBaHbI.

Omekntoyume WPS — npu BbicTaBneHHOM ¢nare ¢yHKuma WPS byaer oTKAtoYeHa Ha BblGpaHHOM
AnanasoHe;

Hacmpolika no Haxcamuto KHonku (PBC) — BbinonHseT GpyHKUMKM KHOMKK WPS Ha Kopnyce ycTpomncTBa.
MoaknoyeHMe KAMeHTa NpOMCXOAMT aBTOMATMUECKM MOCAe HaXaTvAa Ha  OaHHYK  KHOMKY.
MoaxntoveHne KameHTa no KHomnke PBC BO3MOXHO Kak M3 cocToaHus «Unconfigured» (Touka goctyna
He CKOHOUrypupoBaHa), Tak U u3 coctosHuA «Configured» (Touyka goctyna ckoHdurypmuposaHa). Mpu
nogKAtoueHUn us coctoaHma «Configured» KAMEHT NONyYaeT HACTPOEHHbIE Ha YCTPOMCTBE UMA CETU U
napameTtpbl wudposBaHuA. [pu noaknwoveHun u3  coctoaHusa «Unconfigured» ycTponctso
aBTOMATUYECKN TEHEpPUPYET W Ha3HayaeT KAMEHTY UMS CeTM M MapameTpbl wudposaHua. Mocne
Ha*KaTma Ha KHonKy PBC ¢yHKLMA WPS akTUBHA B TEYEHUE ABYX MUHYT;

OcmaHosumbs Hacmpoliky (PBC) — npuHyAUMTENbHO NpeKpallaeT npouecc Co3A4aHusA HOBOro
noakntodeHuna no WPS. TakxKe npouecc npekpalLaeTca aBTOMATUYECKU eCv B TeYeHMe ABYX MUHYT He
YyAaNnocb co34aTb COeAUHEHUA.

4.3.4.7 MoameHio «PacnucaHue»

B aTOM MeHI0 3ajatoTca MHTepBanbl paboTbl 6ecnpoBogHOro MHTEpdelca B pPas/iMyHble 4Yacbl U AHU
Hegenn. Mpu BKAOYEHHOW ¢YHKUMM bGecnpoBoaHasa ceTb byaeT HeAOCTyNHa BO Bpems He BXoAsfliee B
pacnucaHue. Mo ymonyaHuio GyHKLMA pacnmcaHua BbIKAOYEHa.

PacrmcaHune paGoTkl GecnpoBogHoro uHTepdgenca

3Ta CTpaHMua NO3BOAMT Bam 334aTk pacnucanme pafioTel GecnposogHoro uHTepdefca. MoxanyiAcTa, He 3alyabTe HACTROMTL CUCTEMHOE
BPEMA NEPE/ BKNIDYEHMEM A3HHOM OnLMm

Bkmouns paboTy no pacnucatio

Bens or Lo

BockpeceHse w an - o0 - o0 - ili] -
BockpeceHbe w on - i} - i} - [ili} -
Bockpecerse w on A oo - i} - ao -
BockpeceHse w an - o0 - o0 - ili] -
BockpeceHbe  w on - i} - i} - [ili} -
Bockpecerse w on A oo - i} - ao -
BockpeceHse w an - o0 - o0 - ili] -

Bockpecense

«

on - i} - i} - [ili} -

BockpeceHes

4

o - i} - i} - ao -

BockpeceHee w an - oo - oo - o0 -

COPOCHT HaMEHeHHA

Bkawoyume pabomy rno pacnucaHuro — npu BbicTaBieHHom ¢nare Wi-Fi ceTb B BbIbBpaHHOM AnanasoHe
paboTaeT B COOTBETCTBUM C YKa3aHHbIM pPacnnucaHUeM.
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4.3.4.8 MoameHto «Air time Fairness»

dyHKuMA Air time Fairness no3sosseT pacnpenenaTb BPpEMEHHble MHTEPBA/bl Nepeaayn AaHHbIX Mexay
noakatodeHHbiMmM Wi-Fi KnineHTamu, TemM CamMbiM yMnpaBaAa MPOMYCKHOM CNOCOOHOCTbIO KaxKAoro KAWeHTa B
OTAENbHOCTH.

Air Time Fairness 5y,

Alrtime Management, TakKe HazbIBakoT Alrtime Fairness (3fMpHan paBHOA0CTYNHOCTE). 3Ta dyHKLMA NO3B0NAET YNPaENATE
pacnpeaEnEHKMEN JfIMPHOM BPEMEHK. Bl MOKETE PACAPEAENMTE J(PUPHOE BPEMA PABHOMEPHD UMW BEAENMTE ONPEAENEHHEIR OTPEIOK
BREMEHM ANA KOHKPETHEIX YETAOMCTE (MCNonb3ya IPMAC-agpec). Bnarogapa AaHHOA diyHKL MM, MOKHO YEENMHMTE O0LLYH NPOMYCKHYHD
CNoCcOAHOCTE CETH B yWepd cKopocTK padoTel © MEAEHHEIMM YCTPOMCTEAMM.

Pesm paboTer: PesumM pafioTel ¢ YeTROACTEAMH

Pacnpesenerie BpeMEHA MEXTY YCTROACTEAMM

PaBHDMBpHDE pacnpefengaHde MeXay BECemy

YCTRARETEAMM: = BrknwoueHo Brikniouero

IP o WAC:

MpoueHT 3dMPHOrD BREMEHH:

Kommentapui

WamMeHeHuA BCTYNAT B CUMY TOMLKO NOCIE HAKATUA KHONKKU TIPMMEHNTE MSMEHEHNA".

CnWcok YCTPORCTE © HACTROEHHEIMM NPHOPHTETAMM:

IP/MAC-appec MpoueHT adpuj 0 B Kommentapuii

Cymma 3QMPHOMD BPEMEHK He JomkHa Geme bonewe 100

Octanoce AnA pacnpedensnua: 100

Y RanKTE BRIBpaHHER YIANHTE BCE OBHOEMTE 2HAUEHKMA B TabnKMUe

—  Pexum pa6omb/ — €CTb ABa OCHOBHbIX PeXUMa:

. OmknoyeHo — OYHKUMA He WCMO/Ib3YeTCA, BPEMA pacrnpenesnseTcd B COOTBETCTBUM C
BHYTPEHHel fIornkoit paboTbl YCTPOMNCTBA;
. Pexcum pabomei ¢ ycmpolicmeamu — pyHKuma Airtime Fairness BKItoUYeHa.

— PasHomepHoe pacnpedeneHue Mewdy 6cemu ycmpolicmeamu — NO3BOAAET pacnpesensTb

OAMHAKOBbIE MHTEPBA/Jbl MexXay BCeMU NOAKNHOYEHHbIMU KANEHTaMU UMW UCNOJIb30BaTb pPYy4HbIE
napameTpbl 4NnAa oTAeNbHbIX KAINEHTOB, BblAenAaa nm HeO6XO,CI,MMOG YNCNO BPpeEMEHHbIX PECYpPCOB,

— IP/MAC — B 3710 none ssoautca IP nam MAC-agpec ycTpolcTBa KOTOpPOMy HeobxoAumo 3adaTtb
onpeaeneHHbli BpeEMEHHON NPOMEXKYTOK OT 0b6LLen ANMTeNbHOCTM Nepesayn CUrHaNoB;

— [lpouyeHm 3¢hupHO20 8pemMeHU — B TOJIe YKA3blBAaeTCA CKOJIbKO MPOLEHTOB 0bLWel AauTenbHOCTU
OTBEAEHO AAaHHOMY K/AWEHTY, MOXKET MPUHUMATb 3HavyeHus oT 0 go 100%. [ns ocTaNbHbIX KAMEHTOB
ocTaBLleecs Bpema byzeT pacnpeseneHo paBHOMEPHO;

— KommeHmapuﬁ— none anAa eBoOAa KOMMEHTAPUA K 3annCU B CNNCOK, Hanpunmep, nmaA Wi-Fi kKnueHTa.
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4.3.5 MeHio «HacTtpoiiku TCP/IP»

B aTOoM MeHto gocTynHbl A4na KoHburypmuposaHus napameTtpbl LAN n WAN nHTepdeincos ycTpolicTaa.

4.3.5.1 NoameHio «LAN UHTepdeiic»

B noameHio «LAN UHTepdenc» HaxogaTca mapameTpbl JIOKanbHbIX MHTepdencoB ycTpolictea M DHCP-

cepsepa.
Hactpoika LAN nHTepcenca
3Ta CTpaHWLLa NpejHasHa4eHa ANA HAacTROMKKM NapameTpos NokansHoR BeMWCAMTENBHOR CETK, NOAKNHEHHOR Kk LAN nopTam Ballero
poyTepa. 34eck Bel MOKETE MEMEHWTE IP-afpec, Macky NOACETH, HACTROMKM DHCP 1 npodee.
IP-appec: 192188.1.1
Macka nogcetk: 266.266.255.0
OHCP: Cepeen -
HayvaneHed agpec nyna IP-agpecoe 182.168.1.2
HoHeyHeid agpec nyna IP-agpecoe: 192.168.1.254
MokazaTe AKTHEHEIE KNHEHTEI
Bpema apenas DHCP: 480 (1~ 10080 MuHyT)
HacTpofka cTaTwieckaoro DHCP
Mma gomena RiG3-34-wWac
CHpOCHTE MZMEHEHMA

— IP-adpec — noKanbHbili |IP-agpec ycTpoiictBa. [Ns NOAKNIOYEHHbIX KAMEHTOB 3TO byaeT agpec
OCHOBHOrO WAto3a. Mo ymonyanuio 192.168.1.1;

— Macka nodcemu — 3HayeHne mackun LAN cetu. Mo ymonyanumio 255.255.255.0;

— DHCP — BKNlOYEHUWE MAN OTKAOYeHUe BHYTpeHHero DHCP cepeepa ycTponctea gnsa nogrntodeHma LAN
K/MEHTOB NO 3TOMY NPOTOKONY;

— HayaneHelli adpec nyna IP-adpecos — 3HaYeHUe HadvasnbHoro IP-agpeca HaumHaa c KoToporo byayT
BblAaBaTbCA afpeca KAMeHTam. AZpec JOKeH NONagaTh B AMana3oH BbibpaHHOM ceTy;

— KoHeyHeslli adpec nyna IP-adpecos — nocnegHuin |IP-agpec KOTOpPbIM YCTPOMCTBO MOMKET BblAaTb
KNneHTy. Mo ero [OCTUMKEHUIO My CYMTAETCA MCYEPNaHHbIM A0 MOMEHTa OCBOOOMKAEHMA YiKe
3aHATOro agpeca. Aapec AO0/IXKeH NonasaTtb B AMana3oH BbIbpaHHOM ceTu;

— [loKazame aKkmugHble KaueHmbl — 0TO6Pa3nTb CMMCOK NOAKNOUYEHHbIX K YCTPOMCTBY K/IMEHTOB;

— Cmamu4eckuli DHCP — no3BonsieT 3agaTb cTaTudeckume IP-agpeca NoAKNOYEHHbIM KMEHTAM;

— Bpemsa apeHObl DHCP — Bpema apeHAbl B MUHYTax NO UCTEYEHMUIO KOTOPOTO KAMEHT AO/KEH NMbo
0cB060aMTb agpec, NMbBo NPOAANTL Ha TAKOM XKe NPOMENKYTOK;

—  Umsa domeHa — nma gomeHa DHCP-cepsepa.
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4.3.5.2 NoameHio « WAN UHTepdenc»

B nogmeHto « WAN UHTepdelic» BbINOAHAETCA KOHPUTIYPUPOBAHME NOAKAIOYEHMA K BHELIHEN CETU Yepes
nopt WAN 1 nsmeHeHune napameTpos B3aumogaerictema kaneHtos B LAN cetn n WAN noprTa.

HacTtpouka WAN uHTepcdenca

Ha 3Tl cTpaHiLe Bl MOKETE HACTROMTE NapaMeTpel AOCTYNE K CeTH MIHTepHET.

TN YWAN-NOAKNHHEHWA; DHCP Client -
MmA KocTa:

Pazsmep MTL: 1500 (1400-1300 GaiT)

* Mofkno4aTecA K DMNS-cEpBERY ABTOMATHYECKM

3a0aTe agpeca DNS-CEPBEEROE BRYHHYHD

DMS 1: 192.1658.0.71
DMNS5 2
DMS 3
kaneHoro DNS
HazHa4uTh MAC-aapec: 000000000000

¢ BrnioqmTe UPNP
¢ BENiOMMTE IGMP Proxy
¢ BrnigqmTe UDPxy (UDP2HTTP)

# 13MEHKMTE NOPT UDP3y 1234
¢ PazpelwmTe ping Hepes WAN
BrniqmMTe NAT Passthrough onA paspewednA nakeTan (VPN NpoxXogMTe Yepes pOyTEP K CETEELIM KNMEHTAM:

¢l |Psec PassThrough # L2TP PassThrough

¢ PRTF PassThrough IP+6 PassThrough

— Tun WAN-nodknto4eHuUs — BbI6Op NPOTOKOA, MO KOTOPOMY ByAeT OCyLLEecTBAATLCA NOAKAOYEHNE
WAN-uHTepdelica yCTPOMCTBA K CETU NpeaoCcTaBAeHUA YCAyr NpoBagepa:

e Static IP — pexxum paboTbl, Npn KoTopom IP-agpec n Bce Heobxogumble napametpbl Ha WAN-
WMHTepdelic HazHavatoTcA cTaTudecku. MNpu Bbibope TMNa «Static IP» ana peaakTMpoBaHMA CTaHyT
OOCTYNHbI cnegyowmne napameTpbl:

IP-adpec — vyctaHoBKa |IP-agpeca WAN-uHTepdelica ycTpoiicTBa B CETU
nposanaepa;

Macka nodcemu — MacKa BHeLLHel noaceTu;

OcHosHoOUI W03 — appec, Ha KOTOPbIA OTNPABASETCA MaKeT, ec/n A/ Hero He
HallZeH MapLwpyT B Tabanue mapLupyTnsaumnn.

e DHCP Client — pexum paboTbl, npu Kotopom IP-agpec, macka nogcetn, agpec DNS-cepsepa,
LIH03 NO YMONYAHMIO U Apyrue napameTtpbl, Heobxoammble ana paboTbl B ceTu, 6yayT NoayyeHsl
oT DHCP-cepBepa aBTOMATUYECKMU.

e PPPOE — pexum paboTbl, npn KoTopom Ha WAN-uHTepdelice nogHumaetca PPPoE-ceccua. Mpu
Bblbope «PPPOE» Ana pesakTMpoBaHMA CTaHYT AOCTYMHbI CAeAytowme napameTpbl:

UmaA none3zoeamesna — UmMa NONb30BaTeNa Ana asTopusaunm Ha PPPoE-cepsepe;
lMapons — naponb ans aBTopusaumu;
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Service Name — nms ycnyrn — 3HayeHue Tara Service Name B coobuweHuun PADI
(none He 0baA3aTeNnbHO ANA 3aN0NHEHMUA);

Tun nodKaw4YeHUA — NO3BONAET BblOpaTb TMN noakntdeHua PPPOE: nocTtosHHoe,
no TpeboBaHWIO, BPYYHY!O.

e PPTP — pexkum, Npu KOTOPOM BbIXOA, B MIHTEPHET OCYLLECTB/AETCA Yepe3 cneumnasnbHbi KaHan,
TYHHenb, ncnonbsysa npotokona PPTP. Mpu Bbibope «PPTP» ana pefakTMpoBaHMA CTAHYT AOCTYMHbI
cnepyowme napameTpbl:

Crniocob cemegozo nodKao4eHuUs — puHamudeckuin IP (DHCP) unu ctatnuecknit IP. B
nepBom ciyyae napameTpbl cetu (IP-agpec, macka u wnto3) 6yayT nonyyeHsi
aBToMaTMyeckun. Bo BTopom — noTpebyeTca BBECTU UX BPYUHYIO;

Cnocob noodknryeHus K cepsepy PPTP — Bblbop cnocoba mexay: no AOMEHHOMY
umeHn nnm no IP-agpecy;

LomeHHoe uma — agpec cepsepa bygeT onpenenaTbca No ero JOMeHHOMY UMEHMU.
MYyHKT aKTMBEH TO/IbKO Npu Bblbope crnocoba NOAKAYEHMA MO AOMEHHOMY
UMEHMU;

IP-adpec cepsepa — Npw CTaTUYECKOM AOCTyMNe C 3TOro agpeca OCyLLecTBAAeTCA
poctyn po PPTP-cepsepa;

Umsa nonb3zosamesnsa — nMa NONb30BaTeNA ANA aBTopu3aummn Ha PPTP-cepsepe;
lMaponb — naponb gna asTopusaumm Ha PPTP-cepsepe;

Tun nodKnYeHua — no3sonsdem ebibpame mun noodKaoyeHusa PPTP: nocmosHHoe,
Mo mpebo8aHUIO, BPYYHYIO.

o [2TP — pexnm, Npu KOTOPOM BbiXog, B MHTEpHET ocyl,ecTBAAETCA Yepe3 CrneunanbHblid KaHan,
TYHHEeNb, UcnoJsib3ya npoTtokon L2TP. Mpu Bbibope «L2TP» Ana peaakTMpoBaHUA CTaHYT AOCTYMHbI
cnepyowme napameTpbl:

Crniocob cemegozo nodKkato4eHuUa — puHamudeckuin IP (DHCP) unu ctatuuecknit IP. B
nepBom ciyyae napameTpbl cetu (IP-agpec, macka v wno3) 6yayT nNoayyeHsi
aBToMaTMyeckun. Bo BTopom — noTpebyeTca BBECTU UX BPYUHYIO;

Cnocob nodkntoveHUs K cepsepy L2TP — Bblbop cnocoba mexay: No JOMEHHOMY
nmeHun unm no IP-agpecy;

JomeHHoe umsa — appec cepeepa byaeT onpenenaTbca No ero LOMeHHOMY UMEHM.
lMyHKT aKTMBEH TO/IbKO Npu Bblibope crnocoba NOAKAOYEHMA NO AOMEHHOMY
UMEHU;

IP-adpec cepsepa — Npu CTaTUYECKOM AOCTyMe C 3TOro agpeca OCyLLecTBAseTcA
poctyn oo L2TP-cepsepa;

YIma none3osamesnsa — UMsA NOJIb30BaTeNa 414 aBTopu3aumm Ha L2TP-cepsepe;
llaposab — naponb anAa asTopusaunm Ha L2TP-cepsepe;

Tun nodKAYeHUs — no38ossem 8blbpame mun nooknoueHus L2TP: nocmosHHoe,
o mpebo8aHUIO, BPYYHYIO.

e USB3G — pocTyn K MHTepHeT ByaeT oCyLLeCTBAATLCA Yepe3 MNOoAKNOUYEHHbIN K ycTpoiicTey USB 3G
mozem. [locTynHble napameTpbl:

Umsa nonezosamena — UMa NOb30BaTeNA ANA UAEHTUDMKALUM MPU NOAKNOHEHUN
K 6ecnpoBogHOM ceTu;

Maponab — naponb gns naeHTUbUKaLmMm Npm NOAKAOYEHMM K 6ecnpoBO4HON ceTu;
PIN — none gns Beoga PIN-Koga ucnonbsyemoi B mogeme SIM-KapTbl;

APN — naeHTudMKaTop TOYKM AOCTYyNa B CETb ONEepaTopa;

Homep 0ns docmyna — Homep [,03BOH3;

Tun nookAw4eHUs — TUMN MOAKNHOYEHMA NO3BOASET BbIOpPaTb TN NOAKAIOYEHUA
L2TP: noctosiHHOE, No TpeboBaHWIO, BPYYHYIO.

o LTE4G — poctyn K UHTepHeT ByaeT ocyLLecTBAATLCA Yepes NOAK/OYEHHbIN K ycTpolictey LTE
mozem. HacTtpolika coeguHeHMA NpoM3BOAMTCA B MOJHOCTbIO aBTOMATUYECKOM peXxume.

— WmAa xocma — ceTeBoe nmA YCTDOI?ICTBB;
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— Pasmep MTU — onpegensneT pasmep Kagpos Ethernet nepeaasaemsbix yepes WAN-noprT;

— Hacmpolika DNS — agpeca ucnonbsyembix DNS-cepBepoB MOMKHO KaK MOJly4uUTb aBTOMAaTUYECKU MO
DHCP, TaK 1 yKa3aTb Bpy4HYIO;

— JlokanobHebili DNS — no3BonsieT Ha3HauUTb AOMEHHOE UMA aaa onpeaeneHHoro IP agpeca B npegenax
JIOKaNbHOWM ceTu;

— Ha3Hauyume MAC-adpec — no3sonsaeT nameHnte MAC-agpec WAN-nopTa ¢ 3aBOACKOrO HA CTOPOHHUI
€C/1M CO CTOPOHbI NpoBaliaepa peannsoBaHa nposepka MAC-agpecoB aboOHEHTCKUX YCTPOIACTB;

—  Brmoyums uPNP — npotokon UPnP wncnonb3yeTca HEeKOTOpbIMKW NpuaoxKeHuamn (Hanpumep, DC-
KAMEeHTamK, Takumu Kak FlylinkDC++) ans aBTomatuuyeckoro cosgaHua npasua npobpoca TCP/UDP-
NOpPTOB, WCMNOAb3yEMbIMU  STUMM  MPUNOXKEHUAMM, Ha  BbIWIECTOALWEM  MapLIpyTU3aTope.
PekomeHayeTca BkatoumMTe UPNP gns obecneyeHns paboTol cepBrucoB obmeHa dpainnamu B cety;

—  Bkawyumes IGMP Proxy — npu BbiCTaBNeHHOM d¢nare ycTponctBo obpabaTbiBaeT 3anpocbl IGMP,
KOTOpble HeobxoaMmbl ana pabotsl IPTV;

—  Bkmtouyume UDPxy (UDP2HTTP) — 3Ta ¢yHKLMA NO3BONSET MeHATb TMN npuxoadawero ns WAN-nopTa
Tpaduk Multicast B8 LAN-ceTn Ha Unicast. ®yHKumns Heobxogmma gnsa pabotbl IPTV Ha ycTpolicTBax,
KOTOpble He noaaepkmeatoT Multicast-tpaduk, a TakKke npu npocmoTtpe IPTV yepes 6ecnpoBogHoOM
nHTepdelc;

—  WU3smeHums nopm UDPxy - Homep nopta UDPxy, c KOToporo 6yAeT ocyLecTBAATbCA TPaHC/IMPOBaHUE
BUAEO0-MOTOKA. Mcnonb3yinTe 3TOT NOPT A5 NOAKAOUYEHUSA K TPAHCIMPYEMbIM YCTPOMCTBOM MOTOKaM
IPTV;

— Paspewums ping yepes WAN — npu BbiCTaBAeHHOM ¢nare ycTpoMcTBo OyaeT oTBevaTb Ha
npuxogAwme n3z WAN 3anpocel ICMP;

—  Bkmouums NAT Passthrough 0ns paspeweHusa nakemam (VPN) npoxodumes yepes poymep K cemessim
KaueHmam — 31a GyHKUMA Ucnosibayetca npu Hactpolikm VPN noakntoueHus tuna IPSec, PPTP, L2TP u
IPv6.

MpoTokonbl PPTP 1 L2TP ncnonb3ytotca gna co34aHMA 3aWMLLEHHOIO KaHana cBA3n Yepes Internet mexay
KOMMbIOTEPOM YAANEHHOro NO/Ib30BaTENSA M YAaCTHOM CeTblo ero opraHmsaumun. PPTP u L2TP ocHoBbIBatoTCA Ha
npotokone Point-to-Point Protocol over Ethernet (PPPoE) u aBnstoTca ero pacwumpeHnamun. JaHHble BEPXHMX
ypoBHelt mogenun OS| cHavyana uHKancyampytotca B PPP, a 3atem B PPTP nan L2TP gna TyHHenbHOW nepegayu
yepes cetn obuwero pgoctyna. PyHKUMOHANbHblE BO3MOXHOCTM PPTP u L2TP pasnauyHbl. L2TP  moxeT
MCNONb30BaTbCA He TO/bKO B IP-ceTax, cnyKebHble COOBLLEHNs ANA CO34aHUA TYHHENA U NepecbiiKM No Hemy
[OAHHbIX UCMO/Ib3YIOT O4MHAKOBbLIA PpopmMaT M NPOTOKObl. PPTP mMOeT NpMmeHATbCA ToNbKo B IP-ceTax, u emy
HeobxoamMmo oTaenbHoe coeguHeHme TCP ana co3gaHua U MCNONb30BaHMA TyYHHeNs.
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4.3.6 MeHio «Firewall»

B 3TOM mMeH [JoCTynHbl QyHKUMKW, NO3BOAAKOWME YyNpaBaaTb goctynom mexay LAN u WAN
uHTepdericamu.

4.3.6.1 NogmeHto «dPunbTpaumua NopTosB»

dunbTpaumna NOpToB NO3BOAAET 3anNpeTuTb Tpadmk mexay LAN n WAN Ha 334aHHbIX AMAana3oHax NopToB.
Mcnonb3oBaHue GpubTPa MOXKET ObITb MONE3HO 1A 3awmMTbl LAN-ceTM uam orpaHmyeHma 4octyna.

®duUnLTpaUUA NopToR

3anwcK B Tabnuue NpegHasHaYversl ANA Toro, YTodkl BNoKMPOBaTE 0GMEH NaKETAMKM ONPELENEHHOM THNA MEXLY NOKENEHOA CETHH M
MIHTEpHETOM. FICNONE30BAHKME NOAOGHLIK QMNETAOB MOGKET BETh NONE3HO ANA 33WMTE BALWER NOKANEHOA CET MM OrpaHKYEHIA 4OCTyNa.

Brnwuute dMAETh NOPTOE

Huanazox NOQRTOE: -

MpoTokon: TCRAJDP -

KommenTapui:

CAROCUTE UIMEHEHHA

Cnncok AedcTBYIOW M GHALTPOE:

NnanazoH nopToB MpoTokon KommeHTapui

W nanuTe BelBpaHHEE Y NANMTE BCE CMHCTHTE

—  BKaoyume punemp nopmos — npw BbiCTaBAeHHOM dnare GpuUNbTP BKAOYEH;
— Juana3oH nopmos — BBOJATCA HOMepa NOPTOB TPAadUK C KOTOPBIX Bbl XOANTE 3aNpeTUTD;
— [Ipomokosa — BbIbOp TMNa NpoTokona Tpadmka TCP, UDP nnn oba;

—_— KOMMeHmCIpUU — none gna oCraB/ieHnA 3aMeTOK AnA d)MI'IprOB.
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4.3.6.2 NoameHto «dPunbTpauyma IP»

PyHKuMA «DuabTpauma IP» no3BosAeT orpaHMuMTb JOCTYN ANa onpegeneHHbix yctpoicts B8 WAN-ceTb
(MHTepHeT), Npy 3TOM pecypcbl BHYTPM LAN-ceTM ocTaroTca AOCTYMHbI.

duneTp IP-agpecos

JanucK B TaBnMUe NpeaHasHaqersl 4NA Toro, HTo0el ON0KMpoEaTE 0BMEH NAKETaMKM ONPEAENEHHOMD TMNA MEXLY NOKANEHOA CeTEM W
VIHTEpHETOM. MEnonb3aeaHue NofoHb iunbTROE MOXET ObiTh NONE3HO ANA 3aLMTH Ballel NoKanbHOH CeTH MK OrpaHK4eHHA ocTyna
Brnwuute duneTp IP-agpecoe

NokaneHeR 1P-agpec:

MpoTokon: TCPUDP v

KommeHTapHA:

CAPOCHTE HIMEHEHKA

Cnucok BeRcTEYHILKK HUALTROE:

NMokaneHeli IP-agpec MpoTokon KommenTapuit

VRANUTE EbIBDAHHEIR YRANWTE BLe OUKETUTE

— Brawovyume ¢punemp IP-adpecos — npu BbiCTaBAeHHOM dnare GUAbTP BKAKOYEH;
— JlokaneHell IP-adpec — BBOAATCA IP-afpec yCTPONCTBa KOTOPOMY HYXKHO OrpaHUYUTb AOCTYN;
— [lpomokon — BbI6op TMNa NnpoTokona Tpadpuka TCP, UDP nnau o6a;

—_— KOMME‘HmCIpUU — none AnAa oCrtaB/sieHnA 3amMeToK AnA d)M!'IprOB.
4.3.6.3 MoameHto «dPunbrpayua MAC»

B noameHo «®Punbtpaumua MAC» BbINOAHAOTCA HAacTpoOMKa duabTpaumm aoctyna no MAC-agpecy KNveHTa,
nogkntoyeHo B oauH n3s LAN-nopTos.

$PuneTtp MAC-anpecoB

3anvcu B TAaGNWULE NPEeLHA3HAYEHEl 4NA Toro, 41006l GNokMpoBaTe 06MEH NAKETAMM ONPELENEHHOM TMNA MEXIY NOKANEHOM CETEH W
MHTEpPHETOM. MCNONE30BAHME NOAOAHEX HMNETPOE MOKET GbITe NONE3HO ANA 3AWUWTE BALWEH NOKANEHOR CETM MK OrPaHUMEHMA 0CTYNE.

Brnwoumte dunetp MAC-aapecoe

MAC-anpec:

KommeHTapHi:

CAPOCHTE M3MEHEHMA

Cnucok AeACTEYHILLMY GUNETROE

MAC-appec KommeHTapmii

YAMMTE BEIBPAHHEE VIAMHTE BLE OUMECTHTE

— Bkarw4ume ¢punemp MAC-adpecos — npu BbiCTaBeHHOM dare GUALTP BKAIOYEH;
— MAC-adpec — BBogsaTca MAC-agpec ycTpoiCcTBA KOTOPOMY HYKHO OFPaHMYNTb OCTYN;
— [lpomokosn — Bblb6op TMNa NnpoTokona Tpadpuka TCP, UDP nnam oba;

— KommeHmapuﬁ — none gna oCraB/eHNA 3aMeTOK ONA d)l/ll'lepOB.
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4.3.6.4 MoameHio «Mpobpoc nopToB»

Mpobpoc ceTeBbix NOPTOB Heobxoaum, Korga TCP/UDP-coeanHeHme ¢ NoKanbHbIM (NOAKAOYEHHbIM K LAN-
UHTepdericy) KOMMNbIOTEPOM YCTaHaBAMBAETCA M3 BHelHel ceTu. [aHHoe MeHI0 HacTPoeK Mo3BOASeT 3a4aTtb
npasuia, paspeLlatolime NPpoxoxKaeHMe NakeToB U3 BHELLHEN CeTM Ha YKa3aHHbIM aApec B IOKaJIbHOM CeTU, TeM
CaMbIM [ieN1aA BO3MOMKHbIM YCTaHOB/AeHWe coeanHeHuA. NMpobpoc NopToB rnaBHbIM 06paszom Heobxoaum npu
ncnonb3oBaHuu torrent- n p2p-cepsucos. N 3TOro B HaCTPoMKax torrent- uan p2p-KNMeHTa HyXKHO NOCMOTPETb
ncnonbsyemble um TCP/UDP-nopTbl 1 3a4aTb A5 3TUX NOPTOB COOTBETCTBYIOLLME NpaBmaa npobpoca Ha IP-agpec
Bawero KomnbtoTepa.

Mpo6poc noproB

Mepeagpecayuns NOPTOB NO3BOMAET YaNeHHbIM KOMMbIOTEPAM NOAKTIOYATLCS K KOHKPETHOMY KOMMNLIOTEPY NOKaNbHOA ceTh. 3T
HACTPOMKA MOTYT BbITh NOMe3Hsl, ecni Bam HeoGxogWMo NpefocTaBnTL OCTYN K NOKaLHOMY Be WKW NOYTOBOMY cepeepam,
HaxogsAwmMmMca 3a wno3om NAT Firewall'a. Takke npoBpoc NnopToB MoxeT noTpeGoBaTees AN NOMHOLEHHOA paboTel HeKoTopkIx P2P
npunoxeHuid (Hanpumep, BitTorrent).

¥/ BknounTs Npedpoc Nopros

IP-agpec:

MpoTokon: TCR/UDP -
[nanasoH BXOAALLMX NOPTOB: -

VicxogaLuii nopT:

KoMmeHTapmi:

COXpaHnTE CGOPOCUTL NIMEHEHUA

CNUCoK NpoGPOLLEHHBIX NOPTOB!

[AWana3soH BXOAALMX

nopros KommeHTapwii

NokaneHbli IP-agpec Mpotokon Wcxogawmi nopt

YAanuTL BrIGpaHHsIe YAanuTs BCE OUMCTUTE

— Bknaw4ume npobpoc nopmos — npw BbiCTaBAeHHOM ¢dnare npobpoc NOPTOB BbINOJHAETCS;
— IP-adpec — BBoauTCcA IP-agpec yctpoictea LAN-ceTn, koTopoe byaeT nonyyats TpaduK;
— [lpomokosn — Bblb6op TMNa NnpoTokona Tpadpuka TCP, UDP naum o06a;

— JuanasoH exodAwjux Mopmos — YKasblBaeTCcA AManasoH npobpacbiBaembix noptoB Ha WAN-
nHTepoelice;

— Ucxodauwuli mopm — nopT HasHayeHuA ycTpoicTea B LAN ceTun, KoTopoe 6yaeT noaydatb Tpaduk;
— KommeHmapuli — none ans octaBaeHnn 3ameToK gna GUAbTPOB.
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4.3.6.5 MoameHto «Punbtpaumnsa URL»

®unbTp URL N03BONSAET OrPaHNYMTb AOCTYN K pecypcam B MHTEpPHET No ux AomMeHHbIM agpecam (URL).

duneTp URL-agpecos

QUNETP MCNONEIYETCA ANA GNOKMPOEKK AOCTYNS K 380ECAM M3 CNIMCKE.

Bikntoumute dmnetpauuio URL

URL-agpec:

COpOCHTE MEMEHEHKA

Cnucok feRCTEYHIWKY GUNETROE:

URL-appec

Y0anuTe BeIfpaHHEIE W anuTE BLE CUYHETHTE

— Brawoyume ¢punempayuro URL — npw BbicTaB/ieHHOM diare GpuIbTP BK/IOYEH;

— URL-adpec — BBoaatca URL-agpec pecypca, 4OCTyN K KOTOPOMY Bbl XOTUTE 3a6/10KMPOBaTh.

4.3.6.6 MNoameHo «DMZ»

demunutapusosaHHasa 30Ha (DMZ) nossonseT BblAeAUTb 04HOTO KAneHTa B LAN Takum o6pasom, ytobbl
BCE BXOAALME MaKeTbl NepeHanpaBAAnMcb Ha Hero. O6blYHO DMZ-XxoCT coaepsKuUT cepBuCbl TNa Beb-cepsep,

FTP-cepsep, DNS-cepsep 1 npouune.

OemunurapusoBaHHanA 3oHa (DMZ)

BUPTyaneHaA 30H3 DMZ NO3E0NAST NOKA3HIEATE B MHTEPHETE OAMH KOMMEHITER TAK, 4T0 BCE EXORAWME NAKETH GynyT NEPEHANREENATECA
Ha YCTAHOBNERHEIR KOMNBKITED . OfbMHO DMZ-¥0CT COARPHXMT YCTROACTES, AOCTYTIHEIE ANA MHTENHET-TRAMNKS, TAKME KaK BEA-CENBEPKI,
FTP-cepEEps, DNS-CERREPH M NPOMUE

Brnante DWZ

IP-agpec DMZ-xocTa:

CAPOCUTE UZMEHEHWA

— Bkawovume DMZ — npu BbicTaBneHHOM ¢are DMZ BKkAtoYeH;

— IP-adpec DMZ-xocma — BeoauTca IP-agpec knneHTa B LAN-ceTH, KOTOPOro HyXXHO NepemMecTuTb B

30Hy DMZ.

AboHeHmMcKuli mapwpymuszamop RG-34-Wac

33



O ELTEX

4.3.7 MeHio «Quality of Service (QoS)»

TexHonorma obecneyeHnss KayectBa obcnyxumBaHua (QoS) nosBonAeT pacnpenenatb MNPOMNYCKHYHo
CNOCOBHOCTb MEeXAy BCEMWN KMEHTAMM, NOAKAOYEHHBIMW KaK K npoBogHbiM LAN-nopTam, Tak 1 no Wi-Fi.

KauecTBO 00CcnyxneaHns (QoS)

TexHonarvA No3E0NAET YNPAENATE NPOMYCKHOM CNOCOBHOCTEH CETH.

Exntouure QoS

CKDpDCTb WCXOAALErD COEAWHEHKWA:

ABTOMATHYECKH

Janate epyyHyH (KBut/c): 512

CKUpUCTb BX04AWEro COeOMHEHNA

ABTOMATUMECKH

Janate BpyyHyH (KBuT/C): 512

Hactpofika npaeun QoS

Tun agpeca IP MALC

NokaneHeld IP-agpec -

MAC-anpec:

Pesiam: TAREHTHROEETE MUHWMANEHYIO COpw
CrkopocTe MCXOAALLErD coegnHernA (KButic):

CropocTe BXOfAWEro coefuHerna (KBut/c)

KommeHTapui

CEPOCHTE HIMEHEHMA

Cnucok gedcTeyW e npaesn QoS

TNokaneueii IP-agppec MAC-appec Pewum CropocTk Mcxogamero coeauHedua  CkopocTe Bxopamwero coeguHedna  Kommentapui

YRAMKTE BEIEREHHEIR YAEMUTE BCE CUKETHTE

— Bkawovume QoS — npu BbicTaBsieHHOM ¢pnare ¢pyHKLUMA QOS BKAOUEHS;

—_— CKOpOCI’nb UCXOOFILL{EZO/BXOOFILHBZO coeduHeHUs —no3BosAeT 3a4aTb CKOPOCTb coeanHeEHMNA ONA
KaXXA40ro K/ineHTa aBToMaTtu4eCK1 Uan BbiCTaBUTb BPYYHYIO.

Hacmpolika npasun QoS

— Tun adpeca — BblbepuTe TN agpeca 48 KoToporo 3agaetca npasuno: IP unm MAC;
— JloKanobHsili IP-adpec — 3apaeTca npu BbibpaHHOM TUne agpeca IP KAneHTa;

— JloKanbHsili MAC-adpec — 3afiaeTcs Npu BbibpaHHOM Tune agpeca MAC KnueHTa;
— Pextum — No3BONAET BblOPaTb MeXAY ABYX BAPUAHTOB:

° rapaHTMpOBaTb MWUHUMAJIbHYO CKOPOCTb,
° OFpaHM‘-IMBaTb MaKCMMaJIbHYO CKOPOCTb.

— Ckopocmb exodsauwe20/ucxodswezo coeduHeHus — BBeanTe Tpebyemoe 3HayeHMe B 3aBUCMMOCTH
OT BbIGPAHHOrO pPeXxnma;

— KommeHmapuli — N03BONAET OCTaBUTb 3aMeTKYy 06 TeKyluem npasuie QoS.
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4.3.8 MeHio «HacTpoiika mapLipyTusaumumn»

B meHlo «HacTpoika MmaplupyTM3auuu» YCTaHABAMBAOTCA AMHAMUYECKME WU CTAaTUYECKME MaplipyTbl

YCTPOICTBA.

HacTpolika MaplupyTusauum
MADLUPYTH3AL MM

BKHOMATE JHHAMUYECKYH) MapLLIpYTUIaLAI
MAT: BrikniyeHo
RIF1

RIF 1

Brnioveno
Mepenaya: BrikntoyeHo

BriknioueHn

Mpuem:

CAPOCHTE H3MEHEHMA

Pa3pelUnTE CTATUYBCKME MapLLpYTE

IP-anpec
Macka nogcetu
Wnoz:
heTpuka:

LAN

WHTepdeic

CBPOCHTE HEMEHEHMA

CRHCOK CTATHMEBCKMY MapLWpyToe:

IP-anpec ceTn unn xocta CeTepan Macka inw3z

YAaNUTE BEIBPaHHbIE VOANWTE BCE OUYHETHTE

Ha aToi CTPaHWLE Bel MOXETE 35/3Th NApaMETPhl AWHAMMIECKDR MAPLIMYTU3ELMM, @ TAKKE HACTROMTE NPABMNA CTATHHECKONA

RIP 2
RIF 2

MeTpuka Hutepdeiic

JduHamu4yeckaa mapuwpymu3ayus

BKAOYUMb OUHAMUYECKYIO Mapuwpymu3auyuro — npwu
AVHAMUYECKOW MapLIpyTM3aLmu;

RIP2 anAa cOOTBETCTBYHOLLErO HaNpaB/eHUA.

CmamuyecKaa mapwpymu3ayus

[o6aBneHbl B TabvLy mapLipyTmsaumu;

BbICTaBfieHHOM ¢nare paboTaeT ¢yHKUMA

NAT — ncnonb3oBaTh NPU AMHAMUYECKOM MapLLPYTU3aUmu;

Mpuem/Mepedaya — BbIGOP MCNOL3YEMOrO MPOTOKO/A AUHAMMYECKOW maplupyTmsauumn RIP1 man

BKAo4umes cmamuyeckue mapwpymsl — Npu BbICTaBNeHHOM daare cTtaTMyeckne mapupyTbl 6yayT

/P-GOPEC— agpec CETU Ha3Ha4YeHNA nan Xocta, 40 KOTOpOﬁ YKa3bIBAETCA MapLUPyT;

Macka nodcemu — ceTeBasa Macka. Ona xocra macka noacetu YCTaHaB/IMBae€TCA B 3HA4YEeHWUe

255.255.255.255, pna noacetn — B 3aBUCMMOCTU OT €€ pasmepa;

Mempuka — «CTOMMOCTb» MapLLpyTa;

Lienesan CeTb,

Mokazams mabauyy mapwpymusauuu —
MapLIpyTU3aLUMM yCTPOIACTBA.

OTKpbIBaeT B

LLnto3 — IP-agpec Wnto3a, Yepes KOTOPbIN OCYLLEeCTBAAETCA BbiXxo4 Ha «IP-agpecy;

UHmepdgpelic — Tvn BbixogHoro mMHTepdeiica yctpoiictea (LAN nan WAN) yepes KoTopblit AOCTYNHa

HOBOM OKHe Tekylylo Tabauuy
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4.3.9 USB Hactpoiiku

B meHio «USB HacTpoiKm» MOXKHO ynpaBasaTb ¢aiinamum Ha nogkatodeHHom USB HaKonuTene, a TaKkKe
NpeAoCTaBAATb K HUM A40CTyn no npoToKony FTP.

4.3.9.1 USB HaKonutenb

B aTom nogmeHto 0T06pa>KaeTc;'-| d)aﬁnosaﬂ cuctema nogkntodeHHoro USB HakonuTens.

Index of /sda1/

HazeaHune Jlara uameHeHus Paamep

* Parent Directary

ipty_records/ 29-Jul-2016 17:47:58 - YOanuTE
last dirf 01-Jan-1880 03:00:00 - YAEMMTE
B content.m2ts 22-MNow-2011 11:28:14 1431 470 WRAMNWTE
B elt_updater.log 01-Jan-1980 03:00:00 285K ¥OEMHTE

B install log 071-Jan-1980 03:00:00 B9.35K YAENHTE

Buibepute dain 4na zarpyski | Beifiepure hain | @ain e eeibpan

Yepes noaMEHI0 MOXKHO BbINOAHATL AeUCTBMA C danaamu:

—  3arpyxatb pannbl Ha USB HakonuTenb;
—  CraumBaTtb ¢pai/ibl B MaMATb KOMMbIOTEPA;

—  Ypanatb ¢anabl c USB Hakonutens.
4.3.9.2 FTP cepsep

B aTOM NoagmeHto oTobparkaloTcA NapaMeTpbl BCTPOEHHOTO B ycTpoicTeo FTP cepsepa.

FTP cepBep

FTP - cTaH4apTHEIA NPOTOKON, NPEAHA3HAYEHHBIA ANA Nepeaaqy ainos no TCP-ceTam.

Bkniouuts nepedady AaHHER

Norun:

Mapone

Mpaea Ha 3annce:

CAPOCHTE M3MEHEHKA

Cnucok nofb3aoeaTenel

Norun lpaea Ha 3anKck

WOANWTE BRI aHHEE YIAMUTE BCe CUHCTHTE

—  Brawovume nepedayy OaHHbIX — Npwn ycTaHoBAeHHOM dnare FTP cepBep nepexoauT B aKTMBHOE
COCTOfIHME, CEPBEP FOTOB K NMOAK/IOUYEHUIO KIMEHTOB;

— JloeuH — B none YKa3bIBaETCA UMA NOSIb30BaTeNA ON1A NOOAKNOYEHUNA K CEPBEPY;
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- ﬂaponb — none gna eBoaa naponAa Aa Bbl6paHHOI'O nonb30BaTeNA;

— [lpaea Ha 3anuce — NpeaocTaBAAeT AaHHOMY MO0JIb30BaTE/O NPABO BbIMNOAHATL 3anNucb $paliioB Ha
FTP cepsep.

4.3.10 MeH0 «AGMUHUCTPUPOBAHUEN

B aToM meHI0 HaxoamuTca nHGopmauma 06 YyCTPOICTBE, ero COCTOSHMM, a TaKKe NapameTpbl KOHPUrypaLmm

1 obHoBneHua MNO.

4.3.10.1 NoameHio «Cratyc»

B aTom nogmeHto otobpaxkaeTtcs MHbopmauma 06 YCTPONCTBE M OCHOBHbIE HAaCTPOMMKK, TAKME KaK:

— CucTeMHble NapamMeTpbl (Bpems 1 Bepcus NPOLLIMBKH);

— [MapameTpbl 6ecnpoBoaHbIX MHTEPHENCOB;

— Hactpoliku LAN-ceTu;

— Hactpoiiku WAN-noprTa.

CtaTtyc poyTepa

3Ta CTpaHWU A 0TOOpakaeT TERYWER COCTOAHKME YCTPOMCTEE, @ TAKKE HEKOTOPLIE OCHOBHEIE HACTROMKN.

Cucrema
Epema pabioTel
Bepoua npowwmsky

Bpema chopru

Kondpurypauna GecnpoeoaHoro muteppeica 1

Pexmm

HacToTHEIE AnanazoH
SSID

Kanan:

Wntpoeanue

BSSID

KnmenTel
Kondhurypauna TCP/IP
Mpotokon nonyyenus [P
IP-anpec

Macka nogcerts
OcHogHOM WNo3s
DHCP-cepeep
MAC-aapec
Kondurypauna WAN
Mpotokon nonyyenus [P
IP-anpec

Macka nogcerts
OcHogHOM WNo3s

MAC-agpec

Oday:Th:dm:12s
1.8.0-b5
Fri Sep 917:01:21 MOWT 2016

AP

5 GHz [AHN+AC)
EltexWiFisG

B4

Disabled

a2 db:0e:f1:34
0

Fixed IP
192.168.1.1
266.266.255.0
192.168.1.1
BrnrveHo

02:20:80: a3:45:4b

CHCP
192.168.0.215
266.266.255.0
192.168.0.1
atf&4b:0e:f1:33
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4.3.10.2 MNoameHto «CTaTUCTUKA»

B aTOM NogMeH0 Haxo4ATCA AaHHble O NepefaHHbIX M NPUHATBIX MaKeTax Mo KaXXgoMy nHtepoeiicy.

CTaTucTHKa

Ha 3T CTRAHMLE NOKA3EHEN CHETHMKM OTNPABNEHHEE M NAMHATEIX NAKETOE ANA WLAM 1 Ethernet uHTepdieficos

X OTnpaeneHo nakeTos 52
Wireless 1 LAN

Mony4eHo naketos B017

OTnpaeneHo nakeTos 2410
Ethernet LAM

Mony4ero naketos 1402

OTnpaeneHo NakeTos 1392
Ethernet WAN

Mony4ero naketos 8931

QBHOEMTE

4.3.10.3 MNoameHio «HacTpoitKa BpeMeHHbIX 30H»

B 3TOM noameHI0 HacTpauMsaeTcs AaTa M CUCTEMHOE BPEeMs YCTPOMCTBA MPM MOMOLLM CMHXPOHU3ALMMK C

NTP-cepsepom.

HacTpoiika BpemeHU

Bkl MO#ETE HACTPOMTE CMCTEMHOE BOEMA MPW NOMOWM CUHEPOHMIALMK © MyEnr-HeM NTP-cepeepom

Tekywee EpemA

2016 ] ]
log Mecay HeHe
18 ] 51
YHac [ET Cek

CHONWPOBATE BRE OMNETERS OBHOBMTE

BriBepHTE BIEMEHHYH 30HY (GNT+03:00)Moscow, St Petersburdy

Pazpelwute cuHxpoHuzaguin © MTP-cepeepam

Aapec NTP-cepeepa: tu.pool.htp.org -

3anaHHE AAPECA BPYUHYHY

CBROCHTE HEMEHEHKA

TeKyu4ee 8pemMAa — yKa3biBaeTCA 3HayeHue TEKyU.LEﬁ AaTbl U BpPEMEHMNU. EcTb BO3MOXHOCTb BMECTO
BBOA4A CKOMMPOBATb 3T AAdHHbIE N3 KOMMNbIOTEPA,

BpemeHHaa 30Ha — YyacoBoM nonc B KOTOpPOM HaxoAauTcAa yCTpOﬁCTBO. B 3aBMCMMOCTM OT 3TOrO 6yﬂ,ET
BbIMNOJIHATbLCA I'IO,EI,CTpOﬁKa BpemeHu;

Paspewums cuHxpoHusayuto ¢ NTP-cepgeepom — npu BbICTaBAEHHOM ¢iare MNpPOUCXOAUT
CUHXPOHU3ALMA C CEPBEPOM TOYHOTO BPEMEHMU;

Adpec NTP-cepsepa — MOXKHO BblbpaTb cepBep U3 NpeasioKeHHOro CNMUCKA UK BBECTU ero BPYYHY!Ho.
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4.3.10.4 nMopmeHto «HacTpoiika NnopToB»

OTa cTpaHuua no3BonAeT HacTpouTb napameTtpbl LAN noptos. Mo ymonyaHuio, 3agaeTtca 3HadeHue Auto,
N3MEHATb MOXHO NapamMeTpbl TO/IbKO aKTUBHbIX MHTepdencos.

Hactpoiika noptos

LAN nopr 1:
LAN nopt 2:
LAN nopr 3:

LAN nopr 4:

CoxpaHuTs COpoCUTE M3MEHEHUA

JTa CTpaHuUA NO3BOMAET HACTPOUTL NapameTpsl LAN noptoe.

Auto -
Auto -
Auto -
Auto -

HacTpoiika nopToB

LAN nopr 1:
LAN nopr 2:
LAN nopr 3:

LAN nopr 4:

CoxpaHiTs CGpocHTE M3MEHEHWMA

3Ta cTpaHWUa No3BONAET HACTPOWTL NapameTpel LAN nopToe.

Auto -
Auto -
Auto -

10M Half-Duplex
100M Half-Duplex
10M Full-Duplex
100M Full-Duplex

4.3.10.5 MoameHIo «YnpasneHue JoCTynom»

B nogmeHto «YnpassieHWe AOCTYNOM» YCTaHaB/MBAOTCA NOTMH M Naposib Aoctyna kK WEB-uHTtepdeicy

yCTpOMCTBa.
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YnpaBneHue 4ocTynom

Ha aTol CTpaHHUE Bhl MOHETe HACTROMTE aKKEYHT ANA NOCTYNE K MaPLWPYTHIATORY M BKNKOYUTE 00CTyN MO telnet.

CMEHUTE MMA NONE30EATENA M{MNK) NAR0NE

MMA Nons3oeaTenA
HoBEIR Napone:

MoATEEKAEHKME NaponA

BrniHuTe AocTyn no telinet

NoruH

Napone

PaspelwnTs A40cTyn K BeG-MHTEpdERACY YCTROACTBA HEPES WWAN
WMaMeEHWUTE NOPT 40CTyNa a0
BKNMMTE AOCTYN K BeA-MHTEpgeRcy TONLKD ANA cNMcka IP-agpecos

HofaenTe IP-agpec

CHROCHTE WEMEHEHMA

Cnucok IP-agpecos

HoGaente IP-agpec

YoanuTe BrbpaHHee YOanuTe Bce

—  Umsa none3osamess — none Ans USMeHeHUs UMeHU nosib3osatens. Mo ymonyanuio: admin;
— Hoewblili napoas — none ana BBoAA HOBOrO MNaposs K ycTpolicTay. Mo ymonyaHuto: password;

— loomeepxdeHue naposas — none A NOBTOPHOrO BBOAA HOBOTO NapoAa C LeNbio ero NOATBEPKAEHMA.

/ B uenax ob6ecneyeHns 6e30MacHOCTM MNpPU HACTPOMKE YCTPOMCTBA pPeKomeHAayeTcA
M3MEHUTb NOTUH U NApPOb.

—  Bkawyume docmyn no telnet — oTKpbIBaeT AOCTYN K YCTPOMCTBY No cnykbe telnet ns LAN-ceTy;
— JloeuH — none ans BBOZA NOrMHa Aas foctyna no telnet;
— [aposns — none gna BBoAa napons 4na goctyna no telnet;

— Paspewums Odocmyn K Beb-uHmepdgpelicy ycmpolicmea vepes WAN — OTKpbiBaeT A0CTyn K Beb-
nHTepdelicy yctponctesam n3 WAN ceTy;

—  W3meHumb nopm docmyna — U3MeHeHue nopTta AocTyna K Beb-uHtepdelicy ns WAN mn LAN cetu. Mo
YMOJT4aHMIO ucnonb3yetca nopt 80;

—  Brmoyums docmyn Kk Beb6-uHmepdgelicy monbKo 044 cnucka IP-adpecos — No3BOAAET HACTPOUTb AOCTYN K
Beb-uHTepdelicy 3a WAN TonbKo Ana ycTpolcTB ¢ IP-agpecamm U3 CNnUCKa;

—  [Mobasumes IP-adpec — none ans seoaa IP-agpeca.

V‘ B cnucok paspewieHo BHOCUTb A0 nATK IP-aapecos.
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[na BcTynneHus B CUy HOBOM KOHUrypaLuM M 3aHECEHWA HACTPOEK B 3SHEProHe3aBUCMMYLD MaMATb
Ha*KMUTE KHOMKY «COXpaHUTb M3MEHeHUA». s OTMeHbl U3SMEHEHMUI HAXXMUTE KHOMKY NOKUHbTE CTpaHuuy 6e3
COXpPAHEHUA W3MEHEeHWI. [nA BOCCTAHOBAEHMA 3HAYEHWUIM MO YMOJYAHWUIO HaXMWUTE KHOMKY «COpocuTb
NU3MEHEHNAY.

4.3.10.6 MoameHio «Denial-of-Service»

Denial of Service (DoS) — rpynna ceTeBbiX aTaK, HanpaB/eHHbIX Ha cbou B paboTe ycTpolcTBa NyTem
OTrNpaBKM BOMBLIOrO YMCNA Pa3NYHBbIX MAKETOB C Uesbto BbizBaTb 100% 3arpysky npoueccopa. Co CTOPOHbI
nonb3oBaTeNs 3TO MOKeT Habnogatbca B nNpobnemax CO CKOPOCTbIO Mepefayu AaHHbIX WU UX MoJIHOe
npekpateHue 6e3 BUANMBIX Ha TO NMPUUYUH.

Ona npepotBpalleHna DoS-aTak B YCTPOWCTBE MO YMOJIMAHMIO BKJIOYEHbl a/ITOPUTMbl PAacno3HaBaHUA
NoAO3PUTENBHOM AKTUBHOCTM MAKTOB, nocTynatowmx Ha WAN-nopT, pasnuyHbix BUOOB TpaduKka U, npu
HeobxoaMMOCTH, NPOU3BOAAT 3anpeT Ha 06pPaboTKy MAaKeTOB OT KOHKPETHOrO MCTOYHMKA WM OnpeneeHHbIN
(noao3puTenbHbIN) TUN MaKETOB KOTOPbIA MOMKET NOCTYNaTb C PasHbIX aflpecos.

Denial of Service

"Denizl-of-service" (0TKas B 0Oy RMBAHWM) BMA ATEKM HA BEIMMCIMTENEHYHD CHCTEMY C UENEH AOBECTW 8 A0 OTKE38, TO BCTh CO343HHE
TaKUK YCNOEKIA, NPK KOTOPkIX NEranbHBIE NONB30EATENM CUCTEMEl HE MORYT NOMMUTE 0CTYN K NPEAGCTABNAEMBIM CUCTEMHBIM PRCYICAM

¥ Brawouute npegotepawenre DoS atak

<

Wyhole Systermn Flood: SN 3000 MareToB/CekyHAa

%

YWhole Systern Flood: FIM 3000 Naketoe/Cekynaa

%

Whole System Flood: UDP 3000 MakeToe/Cekynaa

(Y

Wyhole Systern Flood: ICWP 3000 MakeToE/CakyHAa

%

Per-Source IP Flood: YN 2000 MNaketoe/Cerkynaa

%

Per-Source IP Flood: FIN 2000 MareToE/CekyHaa

(Y

Per-Source IP Flood: UDP 2000 MakeToE/CakyHAa

%

Per-Source IP Flood: ICMP 2000 MNaketoe/Cerkynaa

%

TCP/UDP PortScan (4yBCTEMTENBHOCTE) Huzkaa -

¢ ICMP Smurf # IP Land # |P Spoof
# IP TearDrap ¢ PingOfDeath # TCP Scan
7 TCP SynWithData ¢ UDP Bomb # UDP EchaChargen

BLifipats Bie COUKCTHTE BLE

¥ BrnuMTE GROKMPOBKY HCTOMHWES aTakd no IP-agpecy 3600 Epema Bnokmpoekd (cek)

—  Bkmwoyume npedomepaweHue DoS amak — npuv BbicTaBfeHHom dnare 3awmta ot DoS aTak BKAtOYEHa;

— Whole System Flood — rpynna cyeT4MKOB onpeaensalowme MHTEHCUBHOCTb MaKeToB onpeaeneHHoro
TUNa KOTOpble MPOXOAAT Yepes YCTPOMCTBO 3a 04HY cMCcTeMy. B cayyae npesbieHns AMmnTa Ha Syslog
cepBep OTMNPaBAAETCA COOTBETCTBYOWEEe yBeaomaeHne. CHETUMKN 3a4at0TCA OTAENbHO A/1A MaKeToB
SYN, FIN, UDP, ICMP;

— Per-Source IP Flood — rpynna cYeTYMKOB ONpeaenatolmx MHTEHCUMBHOCTb TpaduKa MO KarKaomy
WCTOYHMKY. B cnyyae npeBbllleHMs MOPOroBOro 3HauyeHus oTnpasaseTcAa coobuieHne Ha Syslog
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cepBep, a TaKXe BbiNonHseTcs 6/J10KkMpoBKa no IP-agpecy UCTOYHUKA Ha 3agaHHoe BpemaA. CYeTYMKM
3agatotca otaenbHo ana naketos SYN, FIN, UDP, ICMP;

TCP/UDP Port Scan — ¢yHKUmMA onpeaenseT NoAo3puTe/ibHYIO aKTUBHOCTb CKaHMPOBaHWUA MNOPTOB
YCTPOIACTBA M OTNpaBaseT coobueHne 06 aTom Ha Syslog cepsep.

CKaHMpOBaHME NOPTOB NPOUCXOAUT C Lie/iblo BbiABNEHUA cnaboro mecra B 3awumre Kyaa
MOXeT 6biTb nNpoBeAeHa aTaka. B cnyyae noaBneHusa Takoro coobuieHusa Ha Syslog
cepBepe peKomeHAyeTca OTKAuUUTL B nogmeHio «WAN WHtepdeiicy» onuun
«Paspewuntb ping yepes WAN» u «Paspewmtb goctyn K Be6-uHtepdeiicy ycrpoincraa
yepe3s WAN».

ICMP Smurf — dyHKumA BbinonHseT 3awmTty ot ICMP-oTtBeToB noctynatowmx Ha WAN-uHTepdeic ot
NoAo03pUTENIbHbIX UCTOYHMKOB;

IP Land — GyHKLMA BbINOAHAET 3aLMTY OT NAKETOB Y KOTOPbIX MOAA agpeca OTNpaBuTens u noayyarens
B 3arosioBKe |P cOBNagaloT, YUTO MOXKET NPUBECTU K BECKOHEYHOMY LIMKAY NEPEecblIKM NakeTa camomy
cebe 1 neperpysKe yCTPOMCTBa;

IP Spoof — ®yHKUMA BbINOMHAET 3aWMUTy OT MaKeTOB, KOTOpble MOryT 6biTb OTMNpaBAEHbl U3
HeZl0CTOBEPHOro MCTOYHWMKA C NoaAMeHOM IP-agpecoB AN COKpbITUA 3Toro $aKTa;

IP TearDrop — ¢yHKUMS BbINOAHAET 3aWMUTY OT MAKETOB C HEBEPHO BbICTAB/IEHHbLIM CMELLEHUEM
AaHHbIX, YTO NpU ero 06pPaboTKe MOXKET NPUBECTU K cOOt0 onpeaeneHns Havyana U KoHua ¢parmeHTa
OaHHbIX;

PingOfDeath — ¢yHKUMA BbiNoAHAET 3awmTy oT ICMP-NakeToB ¢ HeAONYCTUMbIM pasmepom (bonee 65
535 6aiit);

TCP SynWithData — ¢yHKLMA BbINOAHAET 3awmTy oT TCP-nakeToB C BbicTaBAeHHbIM dnarom SYN, HO
MMEOLLUX B CBOEM COCTaBe AaHHble, KOTOPbIX ObITb HE AOIXKHO;

UDP Bomb — ¢yHKUMA BbinoaHAeT 3awmuTy oT UDP-nakeToB B COCTaBe KOTOPbIX HapyweH dopmat
CNyXebHbIX none;

UDP EchoChargen — dyHKUMSA BbINONAHAET 3aLWMTY OT aTak Ha cepsuc Chargen;

Braovyume 6710KUpPOBKY UCMOYHUKA amaku no IP-adpecy — npwu BbiCTaBfeHHOM dnare B cayyae
BbIAABJIEHWA MCTOYHMKA aTakuM byaeT npoussBedeHa ero 610KMpPOBKA Ha YyKasaHHoe Bpema. [lo
OKOHYaHUIo Talimepa 61OKMPOBKA CHMMAETCA, HO MOXKET 6biTb BbIMOJHEHA CHOBA, €C/IM aTaKka He
npekpaTuTCS.

42
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4.3.10.7 MoameHI0 «CUCTEMHbII XypHaN»

MoameHto «CUCTEMHbBIN KypPHAN» NpeAHa3HAYeHO ANA HACTPOMKWM BbIBOSA PA3HOrO poga OTAaAO0uUHbIX
coobLWEeHNI cucTemMsbl B LLenax obHapyKeHua npuumH npobaem B paboTe ycTporicTea. OTnagouHyo MHGopmaumto
BO3MOMHO NOY4UTb MO COBLITUAM B BeCnpoBOAHONM ceTU (Hanpumep, NOAKAOYEHNE HOBOTO K/IMEHTA) U 3aluuTe
ot DoS-arak.

CUCTeMHBIN XypHan

Ha 3Tl cTpaHWUE Bl MOXETE HACTPOWTE NAPAMETRE! EEASHIMA CUCTEMHOM #YPHANA, @ TAKKE NPOCMOTRETE 33MMEKM B HEM

BKNKIUMTE NOTHPOEAHKE
Bce cuctemueie confilenna
BecnposogHan cete
DoZ
Mcnons2oeate yaaneH LA cepeep ANA NOrMPOBAHUA

IP-agpec yaaneHHoro cepeepa; 192.168.0.56

QBHOEHTE OUHCTUTE

— Bkao4umes s02uposaHue — Npu BbiCTaBleHHOM dnare GyHKLMA XKypHana akTMBHa. JlorMpoBaHue
MMeeT TPU YPOBHSA:

e Bce cucmemHsble coobujeHUs — BKAOYaET B cebs coobLieHns npo 6ecnpoBOaHYO CeTb U
DoS;

e becriposodHaa cems — COODBLLEHNA O COCTOAHMM BecnpoBOAHOM CETU YCTPOICTBA;

e DoS—unHdopmaumsa o paboTe 3awmTbl oT DoS-aTak.

— MUcnonezosames ydaneHHbIl cepsep 08 aA02UPOBAHUA — NPWU BbiCTaBleHHOM diare oTaafo4Han
MHPopmauma 6yaeT OTNPaBAATLCA Ha YyAaNeHHbIA cepBep no npoTokoay syslog. Ero agpec
3apaetcsa B nose «IP-agpec yganeHHoro cepsepan.
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4.3.10.8 MoameHio «O6HOBNAEHME NPOLUUBKU»

MNogmeHto «O6HoBNEHME MO» NpegHa3HAYeHo ANAa 06HOBAEHUA yNPABAAOLWEN MUKPONPOrpammbl
yCTpOMCTBa.

O6HoBMeHWe NPOLLIMBKN

Ha 3aToi cTpaHuue Bel MOxXeTe 0GHOBWMTE CMCTEMHOE MO poyTepa A0 Gonee HOBOM BEpCMM. OHANYHCTE, HE BRIKNIOYAMTE YCTPOMCTED B
npouecce 0GHOBNEHWA - 3T MOXET NAMBECTH K NOPYE NAMATK

Eepcua NC: 1.8.0-b6

Erifiepute dain o NpowKeRoH: BrifigpuTe hain | $ain He Beifipan

CHpOCHTE

OBHOENSHHE NPOLLMEKK C Y¥AANEHHOTO CEpERpa

Adpec cepeepa oBHOBNEHWA download.eltex-media.ru

Mepuon onpoca (4ackl): 12

AocTynHaA BepCHA BEpouA HEROCTYMHA

TMROEEAKTE HAMHYME 0AHOENEHMI

— Bepcus 10 — Bepcua nporpammHoro obecneyeHus, yCTaHOBIEHHOIO HA YCTPOMCTBE;

— Besibepume ¢palin ¢ NpowueKoli — NpN HaAUYUK IoKaNbHOro daiina ¢ NPOLIMBKOM MOXKHO 06HOBUTL
MO yKkasan nyTb K 3ToMy ¢aiNy M Ha)kaTb KHOMKY «OBHOBUTb». AKTYa/libHYHO MPOLLUMBKY MOMKHO
cKayvaTb Ha caiTe http://eltex.nsk.ru/downloads;

ObHosneHUe npucmasKu ¢ yoasaeHHo20 cepsepa

— AOdpec cepsepa 0b6HosneHUl — B 3TOM MOJie yKa3blBaeTCA aipec cepBepa Ha KOTOPOM HaxoAuTcA
¢dann npowmsku. Mo ymonyanuio sto download.eltex-media.ru

— [lepuod onpoca — UHTepPBan BPEMEHM, NO KOTOPOMY YCTPOMCTBO ByaeT obpallaThcA K cepBepy 3a
HOBOM NPOLUMBKOW;

— JlocmynHas eepcus — Bepcus nporpammHoro obecrneyeHus AOCTyNHaa AnA OOHOBAeHMA Ha
cepsepe.

YT106bl NPOBEPUTHL HA/IMUME aKTyas bHOW BEPCUM NPOLIMBKN Ha CepBepe HaXKMMUTe Ha KHOMKY «lpoBeputb
Hannune ob6HOBNEHUIAY.

/’ [Ona paboTtbl GyHKLUM NpoBepKU 06HOBNAEHUA HeobXoAMMO Hannume Bbixoaa B UHTepHeT.
' ' He oTKnlouaiiTe NMTaHWe YCTPOICTBA, He BbIMOJIHANTE ero nepesarpysKy B npouecce o6HoBNAeHUsA
e no.
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4.3.10.9 MogmeHto «CoxpaHeHue/3arpysKa HaCTpoeK»

B nogmeHto «CoxpaHeHue/3az2py3Ka HACMPOEK» BbINOJHAETCA COXPaHEHME U OBHOBNEHME TEKYLLEN
KOHOUIypauum.

CoxpaHeHue/3arpyska HacTpoeKk

Ha aToi cTPAHWUE Bhl MOKETE COXPAHWTE TEKYWUME HACTPOAKA B haln MK 3arpysuTE M M3 haina Takke Bel MOKXETE CAPOCUTE TEKYLIME
HACTPOMKA K 33B0ACKHM.

CoxpaHuTE. ..

CoxpaHnT: HacTpoikm:

3arpyauTe HAcTROAKW Mz pafna: BrifepuTe dain | ain He eeifipad

CHBpoCHTE

CHpocHTE HACTPOAKK K 23B0LCKHMM:

— CoxpaHume Hacmpolku - pNA COXPAHEHMA TeKyweh KOHOUrypaumm YCTPOMCTBA Ha JIOKaNbHbIM
KOMMbIOTEP, HAXMUTE KHOMKY « COXPaHUTb...»;

— 3aepy3ums Hacmpoliku — BblIBOP COXPaHEHHOIO Ha JIOKAaNbHOM KoMnbtoTepe daina KoHourypaumm. ns
06HOBIEHWNS KOHOUTYPALLMK YCTPOMCTBA HAaXKMUTE KHOMKY «BbibepuTe dain», ykaxkuTe daiin (B popmate
.dat) n HaxkmuTe KHOMKy «3arpysnTb». 3arpysKeHHas KOHOUrypauma npuMeHseTcs aBToMaTUyeckn bes
nepesarpysku ycTpoucTBea;

— Cbpoc ycmpoticmea Ha 3a800ckue HacmpoliKu - ana cbpoca Bcex HAaCTPOEK YCTPOMCTBA Ha CTaHAAPTHbIE
33aBO/CKME YCTAaHOBKM, HAa*KMUTE KHOMKY «COpocy.
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4.3.10.10 NoameHio «Hactpoiika TR-069»

B noameHto  «Hactpoitka TR-069»  BbINONHAETCA  HACTPOMKa  MPOTOKO/AA  aBTOMATMYECKOro

KOH}UrypnupoBaHMAa aboHeHTCKMX ycTpoicTs TR-069.

HacTtpoiika TR-069

3Ta CTPAHMUA MCNONE3YETCA ANA HACTPOMKA TR-069 CPE. 34eck Bbl MOKETE M3MEHWTE NapamMeTPsl JOCTYNA K ACS.

TROBS Briknoueno ® BrnkueHo

ACS
URL, hitps:ffacs-eltex local: 9596
MMA nonk3oeatena: acs

Mapone acsacs
BkNunTE NEPMOAHYECKME ONDBELLEHUA Briknioueno @ Brniovenno

WMHTEpBAN NEPUOAHYECKMX ONOEELEHMA: 3600

3anpoc Ha NOAKNKIYEHHE

WMmA noneaoeatens: adrmin
Mapone adrnin
MyTe !

MopT: 30006

YnpaeneHHe CepTHhHIKATAMK

CA Certificate: Bribepute diain | ®ain He Beifipan

COpOCHTE M3MEHEHKMA

O6wue:

TR-069 — npu ycTaHoB/NeHHOM ¢nare paspelleHa paboTa BCTPOEHHOrO KaMeHTa npoTokona TR-069,
MHaue — 3anpeLLeHa;

URL — appec cepBepa aBTOKOHOUrypupoBaHuA. Apgpec Heobxogumo BBOAUTL B  dopmaTte
http://<address>:<port> nnu https://<address>:<port> (<address> — IP-agpec unu gomeHHoe nms ACS-
cepsepa, <port> — nopt cepsepa ACS, no ymonuyaHuto nopt 10301). Bo BTopom cnyyae KAMeHT byaer
MCnosib30BaTb 6e3onacHbIn npoTtokon HTTPS ana obmeHa nHbopmaumeit ¢ cepsepom ACS;

BKkaoyume nepuoduyeckulli onpoc — nNpuU YCTAaHOBAEHHOM ¢nare BCTPOEHHbIM KaneHT TR-069
OCYLLECTBASET Nepuoanyecknin onpoc cepsepa ACS ¢ MHTEPBANOM, paBHbIM «MHTepBany NepuoamMyYecKkmx
onoselleHni», B cekyHaax. Llenb onpoca - oBHapy»KWUTb BO3MOMKHble M3MEHEHWA B KOHdUrypauum
YCTPOWCTBA;

Umsa nonv3oeamers, [aposas — vMa N0Ab30BaTeNA U NAPO/b ANA A0CTYNa KaneHTa K ACS-cepsepy.

3anpoc Ha NnoAKAYeHHUe:

Uma nonezosamens, laponb — nMmA NoAb3oBaTena M napoab ana goctyna ACS-cepsepa K KameHTy TR-
069;

Myme — nyTb B painnoBoit cucTeme cepBepa;

lMopm — ncnonb3yembiit NOPT A4NA NOAKAYEHUA.
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TEXHUYECKAA NOAOAEPXKKA

Ona nonyyeHmMa TEXHUMYECKOM KOHCy/NbTauuM Mo BOMpocam 3Kcnayataumm obopyaoBaHus 000
«Mpegnpuatme «/ITEKC» Bbl moxkeTe 06paTnTbcA B CEPBUCHDLIN LLEHTP KOMMNAHUK:

Poccuiickan ®epepauyma ,630020, r. HoBocnbupck, ya. OKpy»kHana, gom 29B.
TenedoHbl LLEHTPA TEXHUYECKOWN NOAAEPIKKM:

+7(383) 274-47-87,

+7(383) 272-83-31,

E-mail: techsupp@eltex.nsk.ru

Ha oduumanbHOM caiTe KoMnaHuM Bbl MOMKeTe HaWTU TeXHUYECKYID [AOKYMEHTaUMo WM MporpammHoe
obecneveHne ana  npoaykumm 00O  «[Mpeanpuatme  «dDJ/ITEKC», o06patutbca K 6ase  3HaHWN,
NPOKOHCY/IbTUPOBATLCA Y UHMKeHepoB CepBUCHOTIO LieHTPa Ha TexHMYeckom popyme.

OduumanbHbIin caiT KomnaHuu: http://eltex.nsk.ru
TexHuueckuin popym: http://eltex.nsk.ru/forum

ba3a 3HaHuit: http://eltex.nsk.ru/support/knowledge
LleHTp 3arpy3ok: http://eltex.nsk.ru/support/downloads
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